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Abstract
The problem of covert communications, also known as communications with low-probability of detection has gained interest in the information theory communityin the last years. Since Bash et al. showed in 2012 that the square-root law
applied in the point-to-point case for such communications systems, the number of contributions
on the topic did not cease to grow. In this thesis, two new problems of covert communications
are introduced. First, the problem of covert communications over a point-to-point link where a
warden observes only a fraction of channel outputs in order to try to detect the communications
is studied. An achievability bound in the finite block-length regime is derived for this problem.
Second, the problem of embedding covert information into a given broadcast code is introduced.
Given a broadcast code to transmit a common message to two receivers, the goal is to determine
the maximum number of information bits that can be reliably sent to one receiver while
remaining covert with respect to the other receiver. For this problem, both an achievability
and converse bound in the asymptotic block-length regime are derived for a particular class of
channels, i.e., symmetric channels. Together these bounds characterize the maximum number
of information bits that can be covertly embedded in a given broadcast code for symmetric
channels.
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Résumé
L’étude des communications furtives, aussi connues sous le nom de communica-tions avec faible probabilité de détection, a connu un regain d’intérêt dans lacommunauté Théorie de l’Information dans les années passées. Depuis que Bash
et al. ont montré en 2012 que les communications point-à-point sous contrainte de furtivité
obéissent à une loi en racine carrée, le nombre de contributions dans ce domaine n’a cessé de
croître. Dans cette thèse, deux nouveaux problèmes de communications furtives sont présentés.
Premièrement, les communications furtives sur les liens point-à-point sont étudiées quand
l’adversaire observe uniquement une fraction des sorties de canal pour essayer de détecter la
communication. Une borne de faisabilité pour une longueur finie de blocs est obtenue pour
ce problème. Deuxièmement, le problème d’introduction d’information furtive dans un code
de broadcast existant est présenté. Etant donné un code de broadcast pour transmettre de
l’information à deux récepteurs, le but de cette étude est de déterminer le nombre maximum
de bits d’information qui peuvent être envoyés de manière fiable à l’un des récepteurs tout en
étant furtifs pour l’autre récepteur. Pour ce problème, une borne de faisabilité et une borne
d’impossibilité sont obtenues dans le régime asymptotique pour une classe particulière de
canaux, i.e., les canaux symétriques. Ces deux bornes caractérisent le nombre maximal de bits
d’information qui peuvent être introduits de manière furtive dans le code de broadcast donné
pour des canaux symétriques.
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Notation
Throughout this thesis, random variables are denoted by uppercase letters, e.g.,X, and their realizations are denoted by lowercase letters, e.g., x. Sets aredenoted by calligraphic letters, e.g., X . The probability distribution of the
random variable X is denoted by PX unless specified otherwise. The expected value and the
variance evaluated with respect to the probability distribution PX are respectively denoted
by EX [·] and VX [·]. The complementary cumulative distribution function of a standard
Gaussian random variable evaluated at x ∈ R is denoted by Q(x). Given two distributions
PX and QX , PX  QX denotes the fact that PX is absolutely continuous with respect to QX .
Assuming that the probability mass functions PX and QX have countable support X , the
function χk (PX , QX), with k ∈ N, is























Whenever a second random variable Y is considered, PX Y and PY |X denote respectively the
joint probability distribution of the pair (X,Y ) and the conditional probability distribution of
Y given X. Given a realization x ∈ X , the expected value and the variance evaluated with
respect to the conditional probability distribution PY |X(·|x) (also denoted as PY |X=x) are
respectively denoted by EY |X=x [·] and VY |X=x [·].
Given an integer n, an n-dimensional vector of random variables is denoted by a bold
uppercase letter, e.g., X = (X1, X2, ..., Xn) ∈ X n and its realization is denoted by a bold
lowercase letter, e.g., x = (x1, x2, ..., xn). The number of occurrences of the symbol x ∈ X
in the vector x ∈ X n is denoted by N(x|x) , ∑nt=1 1{x=xt}. Similarly, the number of
joint occurrences of the pair (x, x′) ∈ X 2 in the pair of vectors (x,x′) ∈ X 2n is denoted
by N(x, x′|x,x′) , ∑nt=1 1{x=xt}1{x′=x′t}. Given a set of m indices A = {a1, a2, . . . , am} ⊆
{1, 2, . . . , n} and an n-length vector X = (X1, X2, . . . , Xn), XA denotes the m-length vector
XA = (Xa1 , Xa2 , . . . , Xam). Given ` ∈ N, ` 6= n, an `-dimensional vector of random variables
is denoted by X(1:`) = (X1, X2, ..., X`) ∈ X ` and its realization is denoted by x(1:`) =
(x1, x2, ..., x`).
xvi
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La sécurité des systèmes de communications est un sujet de recherche actif depuis de nombreuses
années, autant du point de vue théorique que du point de vue pratique, et ce particulièrement
dans les systèmes sans fils. En effet, espionner une ligne filaire n’est possible que si l’espion a
un accès physique à la ligne de communication afin de mettre celle-ci sur écoute. A l’inverse, la
nature radiodiffusée des réseaux sans fils permet à des utilisateurs malveillants d’espionner ou
de perturber la communication. Dans de tels réseaux, le simple fait d’avoir un récepteur permet
l’espionnage du système. Ainsi, en raison de l’augmentation inédite du nombre d’appareils sans
fils connectés autour du globe, la sécurité des systèmes de communication sans fils connaît
une demande croissante. Dans cette thèse, l’étude portera sur les problèmes rencontrés quand
un utilisateur malveillant espionne la communication.
D’un point de vue théorique, la sécurité des systèmes de communication a été d’abord
étudiée dans l’article fondateur de Shannon [1], qui introduit le concept de sécurité parfaite.
D’après Shannon, afin d’avoir une communication sécurisée en présence d’un espion, le message
et l’observation de l’espion doivent être statistiquement indépendants. Cette notion de sécurité
parfaite est assez contraignante, et donc, elle a été relaxée dans la littérature. Ainsi, les
concepts dérivés de sécurité faible, sécurité forte, sécurité effective et sécurité sémantique
ont été introduits et étudiés. Toutes ces mesures de sécurité garantissent différents niveaux
d’indépendance statistique entre le message et l’observation de l’espion.
Une autre façon d’assurer la non-décodabilité du message par l’espion est de garantir que
celui-ci ne puisse pas détecter la communication elle-même. Ce problème est connu sous le
nom de communications furtives ou communications à faible probabilité de détection. Dans ce
problème, le codage des message doit garantir que le meilleur détecteur que l’espion pourrait
détenir échoue presque systématiquement à détecter la communication. C’est-à-dire, dans
le cas le plus simple d’une communication point-à-point, la sortie de canal de l’espion doit
ressembler au bruit qu’il observe lorsqu’il n’y a pas de communication. Ce genre de contrainte
de sécurité est bien plus stricte que les concepts de sécurité discutés précédemment.
Néanmoins, les communications furtives trouvent leurs applications, parmi d’autres, dans le
domaine militaire. Par exemple, considérons un scénario de bataille dans lequel un général
envoie des ordres à ses troupes. Dans certaines circonstances, il pourrait être crucial pour
l’adversaire de savoir que des ordres ont été envoyés, même si ceux-ci ne sont pas explicitement
connus, justifiant le recours à des communications furtives. Une autre application concerne la
conception des véhicules furtifs, tels les sous-marins par exemple, qui peuvent communiquer sans
révéler leur présence, ou pire, leur position. Les communications furtives trouvent également
des applications dans le journalisme d’investigation, où la transmission secrète des données est
xvii
Cette thèse est accessible à l'adresse : http://theses.insa-lyon.fr/publication/2019LYSEI070/these.pdf 
© [D. Kibloff], [2019], INSA de Lyon, tous droits réservés
Synthèse des contributions majeures
cruciale pour la coopération des journalistes. Enfin, dans la vie quotidienne, les communications
furtives pourraient être utilisées pour échanger des données critiques telles que les données
médicales dans le contexte de l’Internet des Objets, ou bien pour le paiement sans fil des cartes
de crédit.
L’étude théorique des modèles de systèmes de communication furtifs est d’un grand intérêt.
Elle permet de fournir au concepteur d’un système de communication des bornes sur le
débit maximal auquel les données pourront être envoyées de façon fiable et furtive. Ainsi, les
ingénieurs dédiés à la conception du code peuvent évaluer à quel point leur produit présente
des performances proches des performances optimales.
Cette thèse présente deux contributions théoriques principales. Premièrement, le problème
des communications furtives de type II est introduit. Il s’agit d’un problème de communication
furtive point-à-point traditionnel, dans lequel l’espion est autorisé à choisir une fraction des
sorties de canal pour détecter la communication. Pour ce problème, une borne de faisabilité –
une borne inférieure sur le débit maximal auquel la transmission peut être fiable et furtive
– est présentée pour un code de longueur finie. Deuxièmement, le problème d’intégration
d’information furtive dans un code broadcast est présenté. Etant donné un code broadcast
pour transmettre un message commun à deux récepteurs, l’objectif dans ce problème est de
déterminer le nombre maximal de bits d’information qui peuvent être envoyés de façon fiable
à l’un des récepteurs sans que l’autre ne le détecte, en plus du message commun. Dans cette
thèse, une borne de faisabilité et une borne d’impossibilité – une borne supérieure – sur le
nombre maximal de bits d’informations qui peuvent être intégrés de manière furtive dans un
code broadcast donné sont établies pour des codes de longueur infinie, et pour une classe de
canaux particuliers, i.e., les canaux symétriques. Dans cette synthèse des résultats en français,
seul le second problème est abordé.
Aucun de ces deux problèmes n’a été étudié précédemment. Le problème des communications
furtives de type II généralise le problème des communications furtives sur un canal point-à-
point. La borne de faisabilité présentée dans cette thèse est un premier pas vers la résolution de
ce modèle généralisé. Le problème d’intégration d’information furtive dans un code broadcast
donné est nouveau, du fait que le code broadcast soit donné. A l’inverse, [2, 3] traitent le
problème du design conjoint d’un code qui permet l’envoi d’un message commun et d’un
message furtif à l’un des récepteurs. Une fois encore, la caractérisation du nombre maximal de
bits d’information qui peuvent intégrés à un code broadcast de manière furtive constitue un
premier pas vers la résolution du problème pour des canaux discrets sans mémoire arbitraires.
Le reste de cette partie suit le plan suivant. La section 2 présente brièvement l’état de l’art.
La section 3 est dédiée au résultat principal de cette thèse, c’est-à-dire, la caractérisation du
nombre maximal de bits d’information qui peuvent intégrés à un code broadcast de manière
furtive. Enfin, la section 4 conclue cette synthèse des résultats.
2. Etat de l’art
La sécurité des systèmes de communication est un problème de longue date en théorie de
l’information. Shannon lui-même a introduit le le premier modèle d’étude pour la sécurité des
systèmes de communication [1]. Dans ce problème, le transmetteur a pour but de communiquer
avec un récepteur sur un canal sans bruit en présence d’un adversaire, l’espion, qui observe
également une version non-buitée du signal transmis (voir Fig. 2.1). Shannon a introduit dans
son artivle la notion de sécurité parfaite pour traiter ce problème et a défini la sécurité parfaite
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Figure 1. : Système de communication point-à-point sécurisé.
comme suit :
I(W ; Z) = 0, (4)
où W ∈ W est le message secret, W est l’ensemble des messages, et Z ∈ Zn est la sortie de
canal de l’espion, avec Z l’alphabet de sortie de canal de l’espion, et n ∈ N la longueur du
code. En d’autres termes, étant donné son observation de sortie de canal Z, l’espion ne doit
pas être capable d’inférer quoi que ce soit à propos du message W, a fortiori, il ne doit pas
être capable de décoder W . Shannon a conclu que pour satisfaire une telle contrainte, une clé
secrète partagée entre l’émetteur et le récepteur était requise, et l’entropie de la clé doit être
égale à l’entropie de la source de messages. En d’autres termes, en supposant les messages et
clés distribués uniformément, le nombre de messages et de clés doit être le même.
Plus tard, Wyner introduit le canal wiretap [4], modèle dans lequel le canal n’est plus sans
bruit, et dans lequel l’espion observe une version dégradée du signal reçu par le récepteur. Il a
également relaxé la contrainte de sécurité de Shannon et introduit la notion de sécurité faible





I(W ; Z) = 0. (5)
Avec ces hypothèses de travail, Wyner a pu montrer qu’une communication sécurisée sans
clé était faisable.
Csiszár a introduit le concept de sécurité forte [5], dans le but de renforcer la mesure de
Wyner, et l’a défini comme suit :
lim
n→∞
I(W ; Z) = 0. (6)
En effet, l’abandon de la normalisation renforce la mesure, dans le sens où les performances
guaranties en termes de sécurité sont meilleures.
Ensuite, Hou, et al. ont introduit la notion de sécurité effective [6], définie comme suit :
lim
n→∞
D(PWZ ||PWQZ) = 0, (7)
où QZ est la distribution attendue par l’espion lorsque l’émetteur n’envoie pas de messages
utiles. Cette mesure regroupe deux critères, nommés confusion de l’espion et discrétion du
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message (qui est d’une certaine façon liée au problème des communications furtives).





I(W ; Z) = 0, (8)
où la distribution du message est arbitraire. Ceci contraste avec les travaux précédents dans
lesquels le message est généralement supposé comme étant uniformément distribué.
Devant ce nombre croissant de mesures garantissant la non-decodabilité du message, un
nouveau problème a émergé en théorie de l’information : le problème des communications
furtives. Dans ce problème, l’émetteur et le récepteur doivent communiquer de façon à ce
que l’adversaire ne puisse pas détecter la communication. L’adversaire a pour but non pas
de décoder le message, comme dans le cas du canal wiretap, mais de détecter s’il y a une
communication. Ainsi, pour distinguer les deux modèles, l’adversaire est nommé l’espion
lorsqu’il a pour but de décoder le message, et le surveillant lorsqu’il a pour but de détecter la
communication. La contrainte de furtivité est bien plus stricte que les contraintes de sécurité
évoquées précédemment. La motivation pour l’étude de ce genre de problème vient entre
autre des applications militaires pour lesquelles l’existence d’une transmission peut-être une
information d’importance capitale.
2.1. Résultats théoriques principaux sur les communications furtives
Dans cette section, une description des résultats principaux sur les communications furtives
est présentée. D’abord, les canaux point-à-point sont étudiés. Ensuite, les canaux point-à-point
avec brouilleurs sont présentés. Enfin, les canaux à utilisateurs multiples et les résultats de
codage pour les communications furtives sont exposés.
Canaux Point-à-Point
Les communications furtive ont été introduites en théorie de l’information par Bash et al. [7, 8].
Dans ces articles, les auteurs montrent que, comme en stéganographie, les communications
furtives sur des canaux point-à-point Gaussiens obéissent à une loi en racine carrée. En d’autres
termes, le nombre de bits d’information qui peuvent être envoyés en n ∈ N utilisations de
canal est de l’ordre de la racine carrée de n. Pour montrer ce résultat, les auteurs utilisent
un code qui utilise une clé de longueur O(
√
n log (n)). Ces résultats montrent que la notion
traditionnelle de débit (R = log(M)n , où M ∈ N est le nombre de messages) ne peut pas être
utilisée puisque cette quantité tend vers zéro. Ainsi, dans les problèmes de communications
furtives, la quantité qui est souvent étudiée est la fraction log(M)√
n
, qui tend vers une constante
pour la plupart des canaux.
Plus tard, ces résultats ont été affinés par Che et al. [9, 10], Bloch [11] et Wang et al. [12].
Dans [9, 10], la constante exacte qui caractérise la limite du ratio log(M)√
n
pour les canaux
binaires symétriques est obtenue. Dans [11, 12], la limite du ratio log(M)√
n
est caractérisée de
manière exacte pour des canaux discrets sans mémoire, en utilisant des preuves différentes. De
plus, [11] caractérise les conditions dans lesquelles aucune clé secrète n’est requise et présente,
pour les canaux discrets sans mémoire, une amélioration de la longueur de clé lorsque son
utilisation est nécessaire. Le procédé de communication qui y est introduit requiert une clé
de longueur O(
√
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les canaux à bruit blanc Gaussien additif. De plus, Tahmasbi et al. ont obtenu dans [13] des
bornes supérieures et inférieures sur le débit qui peut être atteint sous diverses contraintes de
furtivité pour une longueur de code finie.
Les canaux Gaussiens à temps continu sont étudiés par Wang [14]. Dans cet article, il
est montré que lorsque le bruit est blanc, un débit positif d’information furtive peut être
atteint quand il n’y a pas de contraintes de bande passante sur l’entrée du canal. Au contraire,
lorsqu’on s’intéresse au cas où la bande passante est limitée, les procédés de communication
furtive requièrent que le nombre de bits transmis grandisse au plus comme la racine carrée du
temps de transmission total.
Les canaux point-à-point à états ont été étudiés par Lee et al. [15, 16]. Dans ces articles,
des expressions analytiques du débit maximum atteignable sous contrainte de furtivité sont
présentées dans le cas où l’information sur l’état du canal est accessible de manière causale ou
non causale pour les canaux discrets sans mémoire, et dans le cas où l’information sur l’état
du canal est accessible de manière non causale pour les canaux Gaussiens. Curieusement, il
existe des canaux à états pour lesquels le débit sous contrainte de furtivité est strictement
positif dans le régime asymptotique. Ceci contraste avec les résultats obtenus pour les canaux
point-à-point discrets sans mémoire ni état et les canaux point-à-point Gaussiens sans état.
Dans l’article [17], les canaux point-à-point non-cohérents sont étudiés par Tahmasbi et al.
En particulier, des canaux à attenuation de Rayleigh rapide sont considérés. Il est montré
dans cet article que la loi en racine carrée est encore vérifiée.
Dans les articles [18, 19, 20], Soltani et al. étudient les limites fondamentales de l’insertion
de paquets furtifs. Les auteurs considèrent un premier émetteur envoyant des paquets sur
un canal à destination d’un récepteur légitime dans un intervalle de temps donné. Une autre
paire émetteur-récepteur est présente et son objectif est l’envoi de paquets – l’insertion de
paquets – sur le même canal de manière non détectable pour un adversaire externe. Il est
montré dans cet article que la loi en racine carrée est vérifiée. C’est à dire, si le nombre total
de paquets envoyés par le premier émetteur est n, le nombre de paquets qui peuvent être
insérés de manière furtive croît en racine carrée de n.
Dans l’article [21], Soltani et al. considèrent le problem d’insertion de bits dans des paquets.
Les auteurs considèrent qu’un premier émetteur envoie n paquets à un premier récepteur.
Les paquets sont relayés à ce premier récepteur par trois entités. La première a pour objectif
d’insérer des bits furtifs dans les paquets, dont la charge utile est supposée non saturée. La
seconde est un adversaire qui vise à détecter les bits insérés dans les paquets. La troisième a
pour objectif de décoder les bits furtifs insérés dans les paquets. Il est montré dans cet article
que si le nombre de paquets transmis est n, alors, il est possible d’insérer un nombre de bits
dans ces paquets qui est de l’ordre de la racine carrée de n.
Les canaux point-à-point Poissoniens ont été étudiés par Wang [22]. Il montre que pour des
canaux point-à-point Poissoniens à temps continu sans contrainte sur le pic de puissance en
entrée, la capacité du canal sous contrainte de furtivité est infinie.
Tahmasbi et al. ont introduit les exposants d’erreur pour les communications furtives sur
les canaux point-à-point [23]. Ils prouvent dans cet article des bornes supérieures et inférieures
sur l’exposant d’erreur. Pour certains regimes de communication, ces bornes se rejoignent.
Dans l’article [24], Tahmasbi et al. étudient la faisabilité de la génération furtive de clé
secrète. Il y est montré que la génération furtive de clé secrète est possible pour certains
modèles. De plus, dans les modèles pour lesquels la capacité de clé secrète furtive égale la
capacité du canal sous contrainte de furtivité, il est montré que la confidentialité de la clé est
une conséquence naturelle. C’est à dire que, pour de tels modèles, si la furtivité du protocole
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de génération de clé est assurée, alors la clé et la sortie de canal observée par l’adversaire sont
statistiquement indépendantes dans le régime asymptotique.
Canaux Point-à-Point avec Brouilleurs
Les canaux point-à-point sous contrainte de furtivité avec un brouilleur coopératif ont été
introduits par Soltani et al. [25, 26]. Dans l’article [25], l’étude considère plusieurs brouilleurs
coopératifs voués à aider l’émetteur à réaliser une communications furtive tandis que plusieurs
adversaires scrutent le canal. Les brouilleurs sont supposés aléatoirement localisés suivant une
distribution de Poisson en deux dimensions et les adversaires sont supposés être distribués
aléatoirement de manière uniforme et indépendante. Dans cette configuration, une amélioration
de la loi en racine carrée peut être observée pour la plupart des canaux. En effet, il est montré
dans cet article que cette amélioration dépend de la densité du processus ponctuel, du coefficient
de propagation, et du nombre d’adversaires.
Dans les articles [27, 28], Zheng et al. considèrent les communications furtives en présence
d’un brouilleur adverse. En présence d’un tel brouilleur, il est montré qu’indépendamment des
caractéristiques du canal, une clé secrète de longueur Ω(log (n)) est requise. De plus, bien que
le canal soit brouillé, la loi en racine carrée est toujours vérifiée.
Dans l’article [29], Sobers et al. étudient la présence d’un brouilleur coopérant non informé.
Le brouilleur est non informé dans le sens où il n’est pas coordonné avec l’émetteur. Cet article
révèle des scenarios dans lesquels la loi en racine carrée n’est plus vérifiée, et pour lesquels
O(n) bits peuvent être envoyés en n utilisations de canal.
Canaux à Utilisateurs Mutiples
Les communications furtives sur les canaux broadcast discrets sans mémoire ont été introduites
dans [2, 3] par Arumugam et al. Le modèle consiste en un émetteur envoyant une information
privée à un récepteur uniquement et une information commune aux deux récepteurs. La
situation étudiée est celle dans laquelle le récepteur à qui le message privé n’est pas adressé
doit être incapable de détecter la communication de ce message privé. Les codes pour la
transmission du message privé et commun sont supposés conjointement conçus. Dans ce cas,
les auteurs caractérisent de manière exacte la quantité d’information maximale qui peut être
introduite dans le code qui transmet l’information commune. Ce résultat vérifie une nouvelle
fois la loi en raciné carrée des communications furtives.
Tan et al. ont considéré un autre type de canal broadcast dans [30]. Leur modèle consiste
en un émetteur qui envoie deux messages indépendants aux deux récepteurs en présence
d’un adversaire qui veut détecter la communication. Dans ce cas, la loi en raciné carrée des
communications furtives est vérifiée une nouvelle fois.
Dans le contexte des communications furtives, le canal à accès multiple a été étudié
par Arumugam et al. [31, 32]. Le modèle est constitué de deux transmetteurs envoyant
de l’information à un récepteur légitime en présence d’un adversaire qui veut détecter la
communication. Dans l’article [31, 32], les auteurs caractérisent la région de capacité du canal
à accès multiple à 2 et K utilisateurs sous contrainte de furtivité. Les auteurs montrent que
pour ce genre de canal à accès multiple, la loi en raciné carrée des communications furtives est
vérifiée.
Arumugam et al. ont également étudié le canal à relais sous contrainte de furtivité [33]. Les
auteurs de cet article considèrent un canal à relais dégradé avec deux adversaires indépendants.
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Un des adversaires est sur le lien entre l’émetteur et le relais tandis que le second est sur le
lien entre le relais et le récepteur. Les auteurs caractérisent le ratio optimal log(M)√
n
dans le
régime asymptotique où n croît infiniment, et où M ∈ N et n ∈ N sont respectivement le
nombre de messages et le nombre d’utilisations de canal. Dans un tel scenario, la loi en raciné
carrée des communications furtives est vérifiée.
Coder pour les Communications Furtives
Bloch et al. [34] et Kadampot et al. [35, 36] ont commencé l’étude de la conception de codes
pour réaliser des communications furtives sur des canaux point-à-point. Ils montrent que la
modulation en position d’impulsion et des variations autour de cette modulation permettent
d’atteindre des débits optimaux. Dans les articles [35, 36], la construction du code a l’avantage
d’avoir une faible complexité algorithmique.
3. Résultat principal
Dans le contexte des canaux broadcast, deux types de problèmes de communications furtives
ont été étudiés [30, 2, 3]. Dans l’article [30], l’émetteur veut envoyer deux messages furtifs
indépendants à deux récepteurs. Dans les articles [2] et [3], l’émetteur envoie un message
commun non furtif aux deux récepteurs, et essaie simultanément d’envoyer un message furtif à
l’un des récepteurs. C’est-à-dire, l’autre récepteur ne doit pas pouvoir détecter si un message
furtif à été envoyé ou non.
La présente étude est liée au problème présenté dans [2] et [3]. L’intérêt est porté sur le
problème d’introduction d’information furtive dans un code broadcast non-furtif. Les différences
principales entre le problème présenté ici et celui dans [2] et [3] sont :
• Dans les articles [2] et [3], le code broadcast non furtif et le code furtif sont construits
conjointement par l’émetteur. Ceci autorise éventuellement le choix d’un code non furtif
dans lequel il est facile d’introduire un code furtif. L’étude présente suppose que le code
broadcast non furtif est donné et ne peut pas être changé, rendant la preuve de faisabilité
plus difficile.1
• Dans les articles [2] et [3] il y a une contrainte de furtivité différente conditionnée sur les
messages communs non furtifs. Dans la présente étude, une unique contrainte de furtivité
sur l’ensemble du code est considérée. Cette différence complique considérablement la
preuve du converse. La preuve d’un converse général utilisant une contrainte de furtivité
mettant en jeu la divergence de Kullback-Leibler est encore un problème ouvert. Dans
cette étude, la variation totale est utilisée comme critère de furtivité en adaptant des
techniques de [13]. La borne du converse se montre proche de la borne de faisabilité pour
une classe de canaux satisfaisant certaines propriétés de symétrie.
Il est montré que dans ce scenario, il est possible de transmettre O(
√
n) bits en n utilisations
de canal en modifiant un code broadcast existant. De plus, il est montré que le débit atteignable
est asymptotiquement optimal pour une classe de canaux broadcast discrets sans mémoire.
1Une condition technique est que le code non furtif donné ait un exposant d’erreur positif ; voir (4.52).
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H1
<latexit sha1_base64="bBV9/KXEcMtGDoyXdG5N4S0Di24="></latexit><latexit sha1_base64="bBV9/KXEcMtGDoyXdG5N4S0Di24="></latexit><latexit sha1_base64="bBV9/KXEcMtGDoyXdG5N4S0Di24="></latexit><latexit sha1_base64="bBV9/KXEcMtGDoyXdG5N4S0Di24="></latexit>
PY1|X
<latexit sha1_base64="ryV8UR/MEie+0VCTZVle2n78aJc="></latexit><latexit sha1_base64="ryV8UR/MEie+0VCTZVle2n78aJc="></latexit><latexit sha1_base64="ryV8UR/MEie+0VCTZVle2n78aJc="></latexit><latexit sha1_base64="ryV8UR/MEie+0VCTZVle2n78aJc="></latexit>
PY2|Y1
<latexit sha1_base64="yyjGoKPlppghfvK7fdMhfpTUm8Y="></latexit><latexit sha1_base64="yyjGoKPlppghfvK7fdMhfpTUm8Y="></latexit><latexit sha1_base64="yyjGoKPlppghfvK7fdMhfpTUm8Y="></latexit><latexit sha1_base64="yyjGoKPlppghfvK7fdMhfpTUm8Y="></latexit>
Receiver 1
<latexit sha1_base64="Cxko3RrAmrD6mUUq7bJSTA5HQCI="></latexit><latexit sha1_base64="Cxko3RrAmrD6mUUq7bJSTA5HQCI="></latexit><latexit sha1_base64="Cxko3RrAmrD6mUUq7bJSTA5HQCI="></latexit><latexit sha1_base64="Cxko3RrAmrD6mUUq7bJSTA5HQCI="></latexit>
Receiver 2
<latexit sha1_base64="1uyF0agf7eGr1jGwzxn+iepyK3I="></latexit><latexit sha1_base64="1uyF0agf7eGr1jGwzxn+iepyK3I="></latexit><latexit sha1_base64="1uyF0agf7eGr1jGwzxn+iepyK3I="></latexit><latexit sha1_base64="1uyF0agf7eGr1jGwzxn+iepyK3I="></latexit>
iCommon<latexit sha1_base64="mCFKUUa5E5UkxGdTELODijP/mDI="></latexit><latexit sha1_base64="mCFKUUa5E5UkxGdTELODijP/mDI="></latexit><latexit sha1_base64="mCFKUUa5E5UkxGdTELODijP/mDI="></latexit><latexit sha1_base64="mCFKUUa5E5UkxGdTELODijP/mDI="></latexit>
Source
<latexit sha1_base64="hNNlI55b5/gqyAYFO/WwNrDMNXY="></latexit><latexit sha1_base64="hNNlI55b5/gqyAYFO/WwNrDMNXY="></latexit><latexit sha1_base64="hNNlI55b5/gqyAYFO/WwNrDMNXY="></latexit><latexit sha1_base64="hNNlI55b5/gqyAYFO/WwNrDMNXY="></latexit>
Private
<latexit sha1_base64="iL+qOQDBNI55jOgFVxYJEYeVkAU="></latexit><latexit sha1_base64="iL+qOQDBNI55jOgFVxYJEYeVkAU="></latexit><latexit sha1_base64="iL+qOQDBNI55jOgFVxYJEYeVkAU="></latexit><latexit sha1_base64="iL+qOQDBNI55jOgFVxYJEYeVkAU="></latexit>
Source
<latexit sha1_base64="hNNlI55b5/gqyAYFO/WwNrDMNXY="></latexit><latexit sha1_base64="hNNlI55b5/gqyAYFO/WwNrDMNXY="></latexit><latexit sha1_base64="hNNlI55b5/gqyAYFO/WwNrDMNXY="></latexit><latexit sha1_base64="hNNlI55b5/gqyAYFO/WwNrDMNXY="></latexit>
j
<latexit sha1_base64="xlyDGof1s2vgB2Zy3ASLAKSm61A="></latexit><latexit sha1_base64="xlyDGof1s2vgB2Zy3ASLAKSm61A="></latexit><latexit sha1_base64="xlyDGof1s2vgB2Zy3ASLAKSm61A="></latexit><latexit sha1_base64="xlyDGof1s2vgB2Zy3ASLAKSm61A="></latexit>
Figure 2. : Canal broadcast dégradé avec messages furtifs à l’utilisation de canal t ∈
{1, 2, . . . , n}, où d1 : Yn1 →W×Ŵ dénote la fonction de décodage au Récepteur 1
et d2 : Yn2 →W dénote la fonction de décodage au Récepteur 2.
3.1. Modèle
Soit un système de communication à trois utilisateurs dans lequel un émetteur envoie simulta-
nément de l’information à deux récepteurs à travers un canal de communication. Dans cette
étude, le canal est décrit comme suit :
(X n,Yn1 × Yn2 , PY 1Y 2|X), (9a)
où n ∈ N est la durée de la communication en utilisations de canal (longueur de bloc) et les
alphabets X , Y1 et Y2 sont finis. Etant donné une entrée de canal x = (x1, x2, . . . , xn), la
sortie de canal (y1,y2), avec yk = (yk,1, yk,2, . . . , yk,n) pour tout k ∈ {1, 2}, est observée au





C’est-à-dire, le canal est dégradé et sans mémoire.
Etant donné le canal en (9a), l’émetteur utilise un code broadcast (Encoder 2 sur la Figure 2)
pour transmettre un message destiné aux deux récepteurs à un débit fixé. Ce message est
souvent appelé le message commun.
Chaque mot-code d’un code broadcast peut être modifié pour générer un nouvel ensemble
de mot-codes. Ainsi, en redéfinissant les ensembles de décodage à un récepteur (Receiver 1
sur la Figure 2), il est possible de construire un nouveau code (Encoder 1 sur la Figure 2)
qui transmet deux messages : (a) le message commun au même débit que le code broadcast
original, éventuellement au prix d’une probabilité d’erreur de décodage accrue ; et (b) un
message exclusivement destiné au récepteur 1. Ce message est souvent appelé le message privé
et le nouveau code est appelé un code induit.
Un code induit peut satisfaire des contraintes additionnelles sur la transmission du message
privé, e.g., une contrainte de furtivité, une contrainte de sécurité, une contrainte de transmission
simultanée d’information et d’énergie, etc. Cette étude s’intéresse à une contrainte de furtivité
consistant à rendre le second récepteur incapable de déterminer si un message privé est transmis
ou non au premier récepteur. C’est-à-dire, le second récepteur est incapable de déterminer
si le mot-code utilisé provient du code broadcast original ou du code induit. Un code induit
satisfaisant un telle contrainte de furtivité est appelé un code furtif.
L’objectif de cette étude est de déterminer la quantité maximale d’information qui peut
être transmise de façon furtive étant donné un code broadcast initial arbitraire.
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3. Résultat principal
Codes Broadcast
L’index du message commun, qui doit être transmis de l’émetteur aux deux récepteurs, est
une réalisation d’une variable aléatoire W uniformément distribuée dans l’ensemble
W , {1, 2, . . . ,M}, (10)
où M ∈ N. Pour envoyer un message commun en n utilisations de canal, l’émetteur utilise un
(n,M, ε)-code broadcast.
Définition 1 ((n,M, ε)-code broadcast). Etant donné M ∈ N, ε ∈ [0, 1] et une longueur de












qui vérifie pour tout (i, j, k) ∈ W2 × {1, 2}, avec i 6= j :
u(i) , (u1(i), u2(i), . . . , un(i)) ∈ X n, (12a)
Dk(i) ∩ Dk(j) = ∅, (12b)
M⋃
l=1







Y k ∈ Dck(i)
∣∣∣X = u(i)] 6 ε. (12d)
L’opérateur en (12d) s’applique avec la la distribution marginale PY k|X de la fonction de
masse conjointe en (9b) ; et Dck(i) en (12d) représente le complément de Dk(i) par rapport à
l’ensemble Ynk .
Etant donné un code broadcast représenté par le système en (11), l’émetteur utilise le
mot-code u(i) pour transmettre l’indice de message i ∈ W. A l’utilisation de canal t, où
t ∈ {1, 2, . . . , n}, l’émetteur envoie le symbole ut(i) à travers le canal. Après n utilisations
de canal, le récepteur k, où k ∈ {1, 2}, observe la sortie de canal yk = (yk,1, yk,2, . . . , yk,n) et
détermine que l’indice de message i a été transmis s’il satisfait la règle de décodage suivante :
yk ∈ Dk(i). (13)
La probabilité moyenne d’erreur de décodage au récepteur k associée au code broadcast donné,
dénotée par λk, est donné dans le membre gauche de l’inéquation (12d).
Codes Induits
Supposons que le message privé est représenté par une variable aléatoire Ŵ , indépendante de
W et uniformément distribuée sur l’ensemble
Ŵ , {1, 2, . . . , M̂}, (14)
où M̂ ∈ N. Supposons également qu’un code broadcast dénoté par C est donné et est représenté
par le système en (11). L’émetteur utilise un (n, C, M̂)-code induit pour transmettre à la fois
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Synthèse des contributions majeures
le message commun et le message privé.
Définition 2 ((n, C, M̂ , ε̂)-code induit). Etant donné M̂ ∈ N, ε̂ ∈ [0, 1], et un (n,M, ε)-code
broadcast C décrit par (11), un (n, C, M̂ , ε̂)-code induit est un système{





qui vérifie pour tout (i, k, j, l) ∈ W2 × Ŵ2, avec (i, j) 6= (k, l) :
v(i, j) , (v1(i, j), v2(i, j), . . . , vn(i, j)) ∈ X n, (16a)



















Pr [Y 2 ∈ Dc2(i)|X = v(i, j)] 6 ε̂. (16e)
Les opérateurs en (16d) et (16e) s’appliquent respectivement avec les distributions marginales
conditionnelles PY 1|X et PY 2|X de la fonction de masse conjointe en (9b). Les ensembles Dc1(i, j)
et Dc2(i) représentent respectivement les compléments des ensembles D1(i, j) et D2(i) par
rapport à Yn1 et Yn2 .
Etant donné un (n, C, M̂ , ε̂)-code induit, dénoté Ĉ et décrit par (15), l’émetteur utilise
le mot-code v(i, j) pour transmettre le message commun i ∈ W et le message privé j ∈
Ŵ. A l’utilisation de canal t, où t ∈ {1, 2, . . . , n}, l’émetteur envoie les symbole vt(i, j) à
travers le canal. Après n utilisations de canal, le récepteur k observe la sortie de canal
yk = (yk,1, yk,2, . . . , yk,n), où k ∈ {1, 2}. Le récepteur 1 déclare que la paire (i, j) ∈ W × Ŵ a
été transmise si (i, j) vérifie la règle de décodage suivante :
y1 ∈ D1(i, j). (17)
Le récepteur 2 détermine que le message commun i a été transmis s’il vérifie (13), avec k = 2,
i.e., le récepteur 2 utilise la même règle de décodage que le code broadcast initial C.
La probabilité moyenne d’erreur de décodage au récepteur k associée au code induit Ĉ est
notée λ̂k. Les membres gauches de (16d) et (16e) définissent respectivement λ̂1 et λ̂2.
Remarque 1. Pour garantir qu’il existe un message i ∈ W satisfaisant la règle de décodage
en (13) pour tout yk ∈ Ynk , avec k ∈ {1, 2}, l’inclusion en (12c) est supposée vérifiée avec
égalité. Dans le cas où l’ensemble Ynk \ (Dk(1) ∪ Dk(2) ∪ . . . ∪ Dk(M)) n’est pas vide, les
vecteurs de sorties de canal qui appartiennent à cet ensemble induisent toujours une erreur
de décodage au récepteur k. Ainsi, pour tout j ∈ W, remplacer l’ensemble Dk(j) par D′k(j) =
Dk(j) ∪ (Ynk \ (Dk(1) ∪ Dk(2) ∪ . . . ∪ Dk(M)) n’augmente pas la probabilité d’erreur moyenne.
Donc, il n’y a pas de perte de généralité en étudiant un système dans lequel l’équation (12c)
est vérifiée avec égalité. Sans perte de généralité, l’inclusion en (16c) est supposée vérifiée avec
égalité pour des raisons analogues.
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3. Résultat principal
Codes Furtifs
Soient un (n,M, ε)-code broadcast décrit par (11) et dénoté C et un (n, C, M̂ , ε̂)-code induit
décrit par (15) et dénoté Ĉ. Pour tout k ∈ {1, 2}, les fonctions de masses QY k et RY k sont
respectivement les distributions du vecteur de sorties de canal Y k quand le code broadcast C














PY k|X(y|v(i, j)), (19)
où PY k|X est la distribution marginale de la fonction de masse conjointe en (9b). Soit un test
d’hypothèses dans lequel le récepteur 2 vise à déterminer si le code broadcast C est utilisé
(hypothèse H0) ou si le code induit Ĉ est utilisé (hypothèse H1) d’après son observation de la
sortie de canal Y 2 : ®
H0 : Y 2 ∼ QY 2
H1 : Y 2 ∼ RY 2 ,
(20)
où QY 2 et RY 2 sont respectivement données en (18) et (19).
Notons α ∈ [0, 1] et β ∈ [0, 1] les probabilité d’erreur de type I et de type II associées au
test T : Yn2 → {0, 1} de la forme
T (y),
®
0 si H0 est acceptée,
1 si H1 est acceptée.
(21)
C’est-à-dire,
α,Pr [T (Y 2) = 1] , and (22)
β,Pr [T (Y 2) = 0] , (23)
où l’opérateur en (22) s’applique avec Y 2 ∼ QY 2 et l’opérateur en (23) s’applique avec
Y 2 ∼ RY 2 .
D’après [37, Theorem 13.1.1], il est vérifié que
α+ β > 1− ‖QY 2 −RY 2‖TV , (24)
avec égalité pour le test optimal, et où α et β sont respectivement définis en (22) et (23), pour
tout test T : Yn2 → {0, 1} de la forme (21).
D’après l’inégalité (24), il suit que plus la variation totale ‖QY 2 −RY 2‖TV est petite, plus
la probabilité d’échouer à déterminer si le code broadcast ou si le code induit est utilisé est
élevée. Ainsi, un code furtif est défini comme suit.
Définition 3 ((n, C, M̂ , ε̂, δ)-code furtif). Etant donné δ ∈ [0, 1] et un (n,M, ε)-code broadcast
C décrit par (11), un (n, C, M̂ , ε̂)-code induit décrit par (15) est un (n, C, M̂ , ε̂, δ)-code furtif si
‖QY 2 −RY 2‖TV 6 δ, (25)
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Synthèse des contributions majeures
où QY 2 et RY 2 sont respectivement définies en (18) et (19).
Dans la suite de cette étude, il est supposé que les codes induits vérifient RY 2  QY 2 .
Sinon, la transmission d’information privée de manière furtive est impossible pour certaines
valeurs de δ ∈ [0, 1].
Enfin, l’analyse est restreinte aux code-induits qui vérifient RY 2 6= QY 2 . Ceci garantit qu’il
n’existe pas de code induit qui puisse imiter parfaitement la fonction de masse QY 2 de la
sortie de canal induite par le code broadcast au récepteur 2. Sinon, le problème est trivial et
la transmission de manière furtive est toujours faisable.
Le taux de transmission auquel l’information peut être envoyée au récepteur 1 de manière
furtive en utilisant un (n, C, M̂ , ε̂, δ)-code furtif est log2(M̂)n bits par utilisation de canal. Ainsi,
étant donné le code broadcast initial C, une limite fondamentale sur le débit auquel l’information
peut être transmise de manière furtive est donnée par le plus grand M̂ pour lequel il existe un
(n, C, M̂ , ε̂, δ)-code furtif. Cette notion est formalisée par la définition suivante.
Définition 4 (Taille de code furtif maximale). Etant donné une paire (ε̂, δ) ∈ [0, 1]2 et un
(n,M, ε)-code broadcast C, la taille de code furtif maximale, dénotée M̂∗(n, C, ε̂, δ), est :
M̂∗(n, C, ε̂, δ)=max
¶
M̂∈N : ∃ (n, C, M̂ , ε̂, δ)-code furtif
©
.
3.2. Faisabilité des communications furtives
Dans cette section, étant donné un (n,M, ε)-code broadcast noté C, une borne inférieure sur la
taille maximale sur code furtif (Définition 4) est établie en adaptant des techniques présentées
dans [11] et [12]. La construction de ce résultat est présentée en trois parties. Dans la première
partie, une fonction de masse est choisie pour générer aléatoirement un (n, C, M̂ , ε̂)-code induit.
Souvent cette fonction de masse est appelée la distribution generatrice. Cette distribution est
exprimée en fonction de paramètres appelés paramètres générateurs. Dans la deuxième partie,
les paramètres générateurs sont choisis de manière à satisfaire la contrainte de furtivité en
(25) pour un δ fixé, ce qui permet l’obtention d’un (n, C, M̂ , ε̂, δ)-code furtif. Dans la troisième
partie, il est montré que les probabilités moyennes d’erreur de décodage (notées Λ̂k, avec
k ∈ {1, 2}) associées au code furtif admettent chacune une borne supérieure. Ces bornes sont
exprimées en fonction des paramètres générateurs, prouvant que le (n, C, M̂ , ε̂)-code furtif
vérifie Λ̂k < ε̂ pour tout k ∈ {1, 2}.
Partie I : Génération aléatoire du code induit
Soient un (n,M, ε)-code broadcast C pour le canal en (9), décrit par le système en (11),
M̂ ∈ N ; K ∈ [0,
√
n] des paramètres ; et P̃X̂|X une distribution conditionnelle telle que pour
tout x ∈ X ,
supp P̃X̂|X=x ⊆ X \ {x}. (26)
Etant donnés le paramètre K et la distribution P̃X̂|X , soit PX̂|X une fonction de masse
conditionnelle telle que pour tout (x, x̂) ∈ X 2,
PX̂|X(x̂|x) , (1− θ)1{x=x̂} + θP̃X̂|X(x̂|x), (27)
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Souvent, les paramètres M̂,K et P̃X̂|X sont appelés les paramètres générateurs.
Le dictionnaire d’un code induit est obtenu en générant pour tout i ∈ {1, 2, . . . ,M}, les M̂
mot-codes
v(i, 1),v(i, 2), . . . ,v(i, M̂). (29)
Pour tout j ∈ {1, 2, . . . , M̂}, le mot-code v(i, j) est la réalisation d’une variable aléatoire





PX̂|X (x̂t|ut(i)) , (30)
où u(1), u(2), . . ., u(M) sont les mot-codes du code broadcast initial C. Dans la suite de cette
preuve, la fonction de masse PX̂|X est appelée la distribution génératrice.
Pour terminer la génération du (n, C, M̂ , ε̂)-code induit, les ensembles de décodage doivent
être spécifiés. Le récepteur 2 utilise les ensembles de décodage
D2(1),D2(2), . . . ,D2(M) (31)
du code broadcast initial C, et la règle de décodage en (13), avec k = 2.
Pour tout (x, x̂,y) ∈ X 2n × Ynk et tout k ∈ {1, 2}, définissons ık(x̂; y|x) comme suit :









A la réception de la sortie de canal y ∈ Yn1 , le récepteur 1 déclare que la paire (i, j) ∈ W × Ŵ
a été transmise d’après la règle de décodage en (17), où
D1(i, j)=
{










avec η ∈ R un paramètre dont la valeur exacte sera précisée plus tard. Les mot-codes en (29)
et les ensembles de décodage en (31) et (33) forment un (n, C, M̂ , ε̂)-code induit.
Partie II : Analyse de furtivité
Cette partie s’intéresse à l’obtention de conditions sur les paramètres générateurs qui garan-
tissent que le (n, C, M̂ , L, ε̂)-code induit généré est un (n, C, M̂ , L, ε̂, δ)-code furtif.








SY 2|W (y|i), (35)
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Notons Λ̂k, où k ∈ {1, 2}, la probabilité moyenne d’erreur de décodage au récepteur k sur
tous les dictionnaires possibles. Le lemme suivant établit une borne supérieure sur la variation
totale ‖QWY 2 − SWY 2‖TV.
Lemme 1. Etant donné un (n,M, ε)-code broadcast C décrit par (11), la variation totale
‖QWY 2 − SWY 2‖TV vérifie
‖QWY 2 − SWY 2‖TV 6 ‖QY 2 − SY 2‖TV + ε+ Λ̂2, (38)
où les fonctions de masse QY 2, QWY 2 et SWY 2 sont respectivement définies en (18), (34) et
(35), et SY 2(y) =
∑M
i=1 SWY 2(i,y), pour tout y ∈ Yn2 .
Preuve: La preuve du Lemme 1 est présentée dans l’Annexe F.
La proposition suivante décrit les conditions sur les paramètres générateurs qui garantissent
que le (n, C, M̂ , ε̂)-code induit généré est un (n, C, M̂ , ε̂, δ)-code furtif.












où c est une constante positive et cn = 2−b
√







n) avec a et b deux
constantes positives et µ0 = min(x,y)∈X×Y2
∑
x̂∈X PX̂|X(x̂|x)PY2|X(y|x̂).
Preuve: La preuve de la Proposition 1 est présentée dans l’Annexe G et utilise des
éléments de preuve provenant de [13, Lemma 8].
Partie III : Analyse de la probabilité d’erreur de décodage
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3. Résultat principal
Proposition 2. Soit un (n,M, ε)-code broadcast C pour le canal en (9). Il existe toujours un




















Preuve: La preuve de la Proposition 2 est présentée dans l’Annexe J.
Dans le régime asymptotique où la longueur de bloc n tend vers l’infini, la Proposition 2
conduit au théorème suivant.
Théorème 1. Soit une séquence C1, C2, C3, . . . de (n,Mn, εn)-codes broadcast pour le canal
en (9), avec n ∈ {1, 2, . . .} et
εn 6 exp(−ζn), (44)
pour un réel positif fixe ζ. Alors, il existe toujours une séquence de (n, Cn, M̂n, ε̂n, δ)-codes



















Preuve: Soient une séquence infinie de réels positifs K1 < K2 < K3, . . . et une séquence


























































où l’optimisation prend en compte toutes les distributions conditionnelles P̃X̂|X possibles, alors
il découle de la Proposition 2 que pour un n fixé, il existe toujours un (n, Cn, M̂n, ε̂n, δ)-code
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> (1− ξ)KnD̄1(P̃X̂|X). (49)


















La preuve est complétée en optimisant le membre de droite de l’inégalité (50) sur toutes les
fonctions de masse P̃X̂|X possibles.
3.3. Impossibilité des communications furtives
Etant donné un (n,M, ε)-code broadcast C, cette section présente une borne supérieure sur la
ratio entre la taille de code furtif maximale M̂∗(n, C, ε̂, δ) et la racine carrée de la longueur
de bloc, i.e., log2(M̂
∗(n,C,ε̂,δ))√
n
, dans le régime asymptotique où la longueur de bloc tend vers
l’infini. La section suivante présente des résultats préliminaires en longueur de bloc finie qui
sont cruciaux pour prouver le résultat principal de cette section.
Résultats auxiliaires
Un des paramètres centraux pour décrire un (n, C, M̂ , ε̂)-code induit Ĉ décrit par (15) est
le nombre de fois qu’un composant d’un mot-code u(i) du code C diffère du composant
correspondant dans le mot-code induit v(i, j) du code Ĉ, où (i, j) ∈ W × Ŵ. Cette quantité
est appelée le poids du mot-code v(i, j). Un autre paramètre d’intérêt est le nombre de fois où
le symbole x ∈ X apparaît dans les mot-codes de C and n’apparaît pas dans les composants
correspondant des mot-codes de Ĉ. Cette quantité est appelée le poids du symbole x.
Définition 5 (Poids). Etant donné un (n,M, ε)-code broadcast C représenté par le système
en (11), soit un (n, C, M̂ , ε̂)-code induit Ĉ représenté par le système en (15). Pour tout (i, j) ∈















Les codes C et Ĉ induisent différentes fonctions de masse pertinentes pour l’analyse des codes
furtifs. Ces fonctions sont définies ci-dessous.
Définition 6 (Distributions empiriques). Etant donné un (n,M, ε)-code broadcast C représenté
par le système en (11), soit un (n, C, M̂ , ε̂)-code induit Ĉ représenté par le système en (15).
Pour tout (x, x̂) ∈ X 2,
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• la fonction de masse empirique conjointe induite à l’entrée du canal par les deux codes C








N(x, x̂|u(i),v(i, j)); (54)
• la probabilité empirique avec laquelle un symbole x dans un mot-code de C est changé un



















supp P̂X̂|X=x ⊆ X \ {x}; (56)
• la probabilité empirique avec laquelle un symbole x dans un mot-code de C est changé
pour n’importe quel autre symbole dans un mot-code de Ĉ, notée θ(x), est
θ(x) , 1− P̄X̂|X(x|x), (57)
où P̄X̂|X(x|x) est telle que
P̄X̂X(x, x) = P̄X(x)P̄X̂|X(x|x). (58)
Le lemme suivant établit des relations entre les fonctions de masse empiriques et les poids.
Lemme 2. Etant donné un (n,M, ε)-code broadcast C représenté par le système en (11), soit
un (n, C, M̂ , ε̂)-code induit Ĉ représenté par le système en (15). Toute paire (x, x̂) ∈ X 2 vérifie
P̄XX̂(x, x̂)= P̄X(x)
(
(1− θ(x))1{x=x̂} + θ(x)P̂X̂|X(x̂|x)
)
, (59)














Preuve: La preuve du Lemme 2 est présentée dans l’Annexe K.
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Les distributions marginales QY 2 et RY 2 sont respectivement en (18) et (19).
Le lemme suivant révèle que remplacer la contrainte ‖QY 2 −RY 2‖TV < δ en (25) par la
contrainte ‖QWY 2 −RWY 2‖TV < δ est équivalent à une constante additive près.
Lemme 3. Etant donné un (n,M, ε)-code broadcast C décrit par (11), tout (n, C, M̂ , L, ε̂)-code
induit décrit par (15) vérifie
‖QWY 2 −RWY 2‖TV 6 ‖QY 2 −RY 2‖TV + ε+ ε̂, (66)
où les fonctions de masse QY 2, RY 2, QWY 2 et RWY 2 sont définies respectivement en (18),
(19), (62) et (63).
Preuve: La preuve du Lemme 3 est présentée dans l’Annexe L.
Résultat en longueur de bloc finie





En utilisant l’inégalité de Fano[38], la proposition suivante établit pour tout (n, C, M̂ , ε̂, δ)-code




admet une borne supérieure qui s’exprime en fonction des distributions
empiriques induites à la fois par le code broadcast initial C et le code furtif Ĉ.
Proposition 3. Soit un (n,M, ε)-code broadcast C, pour le canal en (9) décrit par le système



























Preuve: La preuve de la Proposition 3 est présentée dans l’Annexe M and découle de
l’inégalité de Fano [38].
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3. Résultat principal
Une observation centrale pour prouver le résultat principal de cette section est qu’étant
donné un code furtif, un sous-code peut être obtenu en choisissant les mot-codes dont le poids
(Définition 5) est borné. Plus important, pour une classe particulière de canaux, la cardinalité
de l’ensemble de mot-codes dont le poids admet une borne supérieure fixée admet une borne
inférieure. Ce résultat est présenté par la proposition suivante, qui est inspirée de [13, Lemma
12].
Proposition 4. Soit η > 0 arbitrairement petit et supposons que pour toute paire (x, x′) ∈ X 2











où (d, `) ∈ R2+.
Soit un (n,M, ε)-code broadcast C, décrit par le système en (11), pour ce canal. Alors, tout
(n, C, M̂ , ε̂, δ)-code furtif décrit par le système en (15) peut être divisé en deux sous-codes. Un
sous-code dont les mot-codes sont dans l’ensemble
W̃=
®





Å1− δ − η
2
ã
, 1 6 i 6M, et 1 6 j 6 M̂
´
, (71)
et un autre sous-code dont les mot-codes sont dans l’ensemble
W̃c=
®





Å1− δ − η
2
ã
, 1 6 i 6M, et 1 6 j 6 M̂
´
. (72)
De plus, ∣∣∣W̃∣∣∣ > MM̂ Çη2 − c√n − ε− ε̂å , (73)
où c est une constante.
Preuve: La preuve de la Proposition 6 est présentée dans l’Annexe N.
Un example de canal vérifiant (69) et (70) est le canal binaire symétrique. Un autre exemple
sera abordé plus loin.
Résultat asymptotique
Le théorème suivante présente le résultat principal de cette section.
Théorème 2. Soit une séquence C1, C2, C3, . . . de (n,Mn, εn)-codes broadcast pour le canal
en (9), avec limn→∞ εn = 0. Supposons que le canal en (9) vérifie (69) and (70). Alors, toute

















où η > 0 est arbitrairement petit.
Preuve: Pour tout n ∈ N, il suit de la Proposition 4 que le sous-code du code furtif Ĉn
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Synthèse des contributions majeures
dont les mot-codes appartiennent à l’ensemble
W̃n=
®





Å1− δ − η
2
ã
, 16 i 6Mn, et 1 6 j 6 M̂n
´
, (75)
vérifie ∣∣∣W̃n∣∣∣ > MnM̂nÇη2 − c√n − εn − ε̂nå . (76)







− εn − ε̂n
)



















































































































Å1− δ − η
2
ã






















− εn − ε̂n
å
, (78)
où c est une constante qui dépend uniquement des paramètres du canal en (9). Notons que
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3. Résultat principal





















La preuve est complétée en divisant les deux membres de (78) par
√
n et en prenant la limite
quand n tend vers l’infini.
3.4. Résultat principal








En se rappelant que ξ et η en (74) peuvent être choisis arbitrairement petits, il s’ensuit que,
pour des canaux symétriques, les bornes asymptotiques présentées dans le Théorème 1 et le
Théorème 2 sont arbitrairement proches, i.e., l’équation (80) donne la constante optimale qui
caractérise la limite du ratio entre log2
Ä




n quand la longueur de bloc n
tend vers l’infini.
Théorème 3. Soit une séquence C1, C2, C3, . . . de (n,Mn, εn)-codes broadcast pour le canal
en (9) tel que (69) et (70) sont vérifiées, avec n ∈ {1, 2, . . .} et
εn 6 exp(−ζn), (81)
















L’obtention d’un converse général pour des canaux qui ne satisfont pas les conditions
de symétrie en (69) et (70) reste un problème ouvert à ce jour. Par ailleurs, une question
intéressante est de savoir si la variation totale utilisée dans cette étude peut être remplacée
par une divergence de Kullback-Leibler.
3.5. Exemples
Cette section présente des exemples illustrant le résultat du Théorème 3.
Exemple 1 (Canal binaire symétrique). Soit le canal en (9) tel que X = Y1 = Y2 = {0, 1}, et
tel que pour toute paire (x, x′) ∈ X 2 où x 6= x′, les distributions conditionnelles de probabilité
PY1|X et PY2|Y1 vérifient respectivement :
PY1|X(x|x)= 1− PY1|X(x
′|x) = 1− p1, et (83)
PY2|Y1(x|x)= 1− PY2|Y1(x
′|x) = 1− p2, (84)
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Synthèse des contributions majeures
Tx
<latexit sha1_base64="VV9g9J1QB/xlqYMjqrsAKD3L2l4="></latexit><latexit sha1_base64="VV9g9J1QB/xlqYMjqrsAKD3L2l4="></latexit><latexit sha1_base64="VV9g9J1QB/xlqYMjqrsAKD3L2l4="></latexit><latexit sha1_base64="VV9g9J1QB/xlqYMjqrsAKD3L2l4="></latexit>
Rx 2
<latexit sha1_base64="SFmN+wyYQiCYCwJc7opZ2nlPKdA="></latexit><latexit sha1_base64="SFmN+wyYQiCYCwJc7opZ2nlPKdA="></latexit><latexit sha1_base64="SFmN+wyYQiCYCwJc7opZ2nlPKdA="></latexit><latexit sha1_base64="SFmN+wyYQiCYCwJc7opZ2nlPKdA="></latexit>
Rx 1
<latexit sha1_base64="g8uNQJfxYu+cWeHAFAxT21AAEfQ="></latexit><latexit sha1_base64="g8uNQJfxYu+cWeHAFAxT21AAEfQ="></latexit><latexit sha1_base64="g8uNQJfxYu+cWeHAFAxT21AAEfQ="></latexit><latexit sha1_base64="g8uNQJfxYu+cWeHAFAxT21AAEfQ="></latexit>
Xt
<latexit sha1_base64="5S9+RBRQDjzAa9SbpNGXdp3LESA="></latexit><latexit sha1_base64="5S9+RBRQDjzAa9SbpNGXdp3LESA="></latexit><latexit sha1_base64="5S9+RBRQDjzAa9SbpNGXdp3LESA="></latexit><latexit sha1_base64="5S9+RBRQDjzAa9SbpNGXdp3LESA="></latexit>
Y1,t
<latexit sha1_base64="25A/vqAuD8yvPjiyyiC1kuH8cLM="></latexit><latexit sha1_base64="25A/vqAuD8yvPjiyyiC1kuH8cLM="></latexit><latexit sha1_base64="25A/vqAuD8yvPjiyyiC1kuH8cLM="></latexit><latexit sha1_base64="25A/vqAuD8yvPjiyyiC1kuH8cLM="></latexit>
Y2,t
<latexit sha1_base64="Z3gvzf4OO0o0NA4O0e+HPOW+2aU="></latexit><latexit sha1_base64="Z3gvzf4OO0o0NA4O0e+HPOW+2aU="></latexit><latexit sha1_base64="Z3gvzf4OO0o0NA4O0e+HPOW+2aU="></latexit><latexit sha1_base64="Z3gvzf4OO0o0NA4O0e+HPOW+2aU="></latexit>
0
<latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit>
1<latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit>
0
<latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit>
1<latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit>
0
<latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit>
1<latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit>
0
<latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit>
1<latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit>
p2
<latexit sha1_base64="PSyJ9apFJhR7UAcVl/ZkCABbpUg="></latexit><latexit sha1_base64="PSyJ9apFJhR7UAcVl/ZkCABbpUg="></latexit><latexit sha1_base64="PSyJ9apFJhR7UAcVl/ZkCABbpUg="></latexit><latexit sha1_base64="PSyJ9apFJhR7UAcVl/ZkCABbpUg="></latexit>
p1
<latexit sha1_base64="TPxr8mjOQVVtrSftO/3Vziim+e0="></latexit><latexit sha1_base64="TPxr8mjOQVVtrSftO/3Vziim+e0="></latexit><latexit sha1_base64="TPxr8mjOQVVtrSftO/3Vziim+e0="></latexit><latexit sha1_base64="TPxr8mjOQVVtrSftO/3Vziim+e0="></latexit>
1   p1
<latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit>
1   p2
<latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit>
Figure 3. : Canal broadcast dégradé verifiant (69) et (70), à l’utilisation de canal t ∈
{1, 2, . . . , n}.
où (p1, p2) ∈]0, 12 [
2.
La Figure 3 illustre le canal de l’Exemple 1. La distribution de probabilité PY2|X vérifie
pour toute paire (x, x′) ∈ X 2 où x 6= x′ :
PY2|X(x|x) = 1− PY2|X(x
′|x)= 1− p, (85)
avec
p = p1 + p2 − 2p1p2. (86)
Ainsi, pour toute paire (x, x′) ∈ X 2 où x 6= x′,
χ2(PY2|X=x′ , PY2|X=x)=
(1− 2p)2




























où p est en (92).
L’expression précédente est tracée en fonction des probabilités p1 et p2 respectivement sur
la Figure 4 et la Figure 5, avec δ = 0.005.
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Figure 4. : Limite fondamentale limn→∞
log2(M̂∗(n,Cn,ε̂n,δ))√
n
en fonction de la probabilité p1,
pour δ = 0.005.












































Figure 5. : Limite fondamentale limn→∞
log2(M̂∗(n,Cn,ε̂n,δ))√
n
en fonction de la probabilité p2,
pour δ = 0.005.
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Tx
<latexit sha1_base64="VV9g9J1QB/xlqYMjqrsAKD3L2l4="></latexit><latexit sha1_base64="VV9g9J1QB/xlqYMjqrsAKD3L2l4="></latexit><latexit sha1_base64="VV9g9J1QB/xlqYMjqrsAKD3L2l4="></latexit><latexit sha1_base64="VV9g9J1QB/xlqYMjqrsAKD3L2l4="></latexit>
Rx 2
<latexit sha1_base64="SFmN+wyYQiCYCwJc7opZ2nlPKdA="></latexit><latexit sha1_base64="SFmN+wyYQiCYCwJc7opZ2nlPKdA="></latexit><latexit sha1_base64="SFmN+wyYQiCYCwJc7opZ2nlPKdA="></latexit><latexit sha1_base64="SFmN+wyYQiCYCwJc7opZ2nlPKdA="></latexit>
Rx 1
<latexit sha1_base64="g8uNQJfxYu+cWeHAFAxT21AAEfQ="></latexit><latexit sha1_base64="g8uNQJfxYu+cWeHAFAxT21AAEfQ="></latexit><latexit sha1_base64="g8uNQJfxYu+cWeHAFAxT21AAEfQ="></latexit><latexit sha1_base64="g8uNQJfxYu+cWeHAFAxT21AAEfQ="></latexit>
Xt
<latexit sha1_base64="5S9+RBRQDjzAa9SbpNGXdp3LESA="></latexit><latexit sha1_base64="5S9+RBRQDjzAa9SbpNGXdp3LESA="></latexit><latexit sha1_base64="5S9+RBRQDjzAa9SbpNGXdp3LESA="></latexit><latexit sha1_base64="5S9+RBRQDjzAa9SbpNGXdp3LESA="></latexit>
Y1,t
<latexit sha1_base64="25A/vqAuD8yvPjiyyiC1kuH8cLM="></latexit><latexit sha1_base64="25A/vqAuD8yvPjiyyiC1kuH8cLM="></latexit><latexit sha1_base64="25A/vqAuD8yvPjiyyiC1kuH8cLM="></latexit><latexit sha1_base64="25A/vqAuD8yvPjiyyiC1kuH8cLM="></latexit>
Y2,t
<latexit sha1_base64="Z3gvzf4OO0o0NA4O0e+HPOW+2aU="></latexit><latexit sha1_base64="Z3gvzf4OO0o0NA4O0e+HPOW+2aU="></latexit><latexit sha1_base64="Z3gvzf4OO0o0NA4O0e+HPOW+2aU="></latexit><latexit sha1_base64="Z3gvzf4OO0o0NA4O0e+HPOW+2aU="></latexit>
0
<latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit>
1<latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit>
2<latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit>
0
<latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit>
1<latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit>
2<latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit>
0
<latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit>
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Figure 6. : Canal broadcast dégradé vérifiant (69) et (70), à l’utilisation de canal t ∈
{1, 2, . . . , n}.
Exemple 2. Soit le canal en (9) tel que X = Y1 = Y2 = {0, 1, 2}, et tel que pour toute paire
(x, x′) ∈ X 2 où x 6= x′, les distributions conditionnelles PY1|X et PY2|Y1 vérifient respectivement :
PY1|X(x|x)= 1− 2PY1|X(x
′|x) = 1− 2p1, et (89)
PY2|Y1(x|x)= 1− 2PY2|Y1(x
′|x) = 1− 2p2, (90)
où (p1, p2) ∈]0, 13 [
2.
La Figure 6 illustre le canal de l’Exemple 2. La fonction de masse PY2|X vérifie pour toute
paire (x, x′) ∈ X 2 où x 6= x′ :
PY2|X(x|x) = 1− 2PY2|X(x
′|x)= 1− 2 (p1 + p2 − 3p1p2)
= 1− 2p, (91)
avec
p = p1 + p2 − 3p1p2. (92)




pour toute paire (x, x′) ∈ X 2 telle que x 6= x′.
Lemme 4. Considérons l’Exemple 2. Toute paire (x, x′) ∈ X 2 telle que x 6= x′ vérifie
χ2(PY2|X=x′ , PY2|X=x)=
(3p− 1)2 (1− p)










où p est défini en (4.94).
Preuve: La preuve du Lemme 4 est présentée dans l’Annexe O.
La proposition suivante suit directement du Lemme 4 et du Théorème 3.
Proposition 5. Considérons l’Exemple 2 et considérons une séquence de (n,Mn, εn)-codes
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3. Résultat principal
L’expression précédente est tracée en fonction des probabilités p1 et p2 respectivement sur
la Figure 7 et la Figure 8, avec δ = 0.005.













































Figure 7. : Limite fondamentale limn→∞
log2(M̂∗(n,Cn,ε̂n,δ))√
n
en fonction de la probabilité p1,
pour δ = 0.005.
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Figure 8. : Limite fondamentale limn→∞
log2(M̂∗(n,Cn,ε̂n,δ))√
n
en fonction de la probabilité p2,
pour δ = 0.005.
4. Conclusion
Dans cette thèse deux nouveaux problèmes sont présentés, bien qu’un seul d’entre eux fasse
l’objet de cette synthèse. Premièrement, cette thèse introduit le problème de transmission
furtive d’information sur un canal point-à-point lorsqu’un adversaire observe uniquement une
fraction des sorties de canal, nommé communications furtive de type II. Ce modèle généralise
le problème de communication furtive sur un canal point-à-point. Une borne inférieure sur
le débit atteignable pour un code de longueur finie est obtenue dans le Chapitre 3 pour ce
problème. Cette borne révèle deux régimes de communication : un régime dans lequel la
capacité du canal point-à-point est atteignable et un second régime dans lequel la loi en racine
carrée des communications furtives s’applique au taux de transmission. Cette étude constitue
une première étape vers la résolution du modèle général, i.e., la détermination du débit
maximum auquel l’information peut être transmise de manière fiable et furtive simultanément.
Ce problème, qui n’est pas l’objet de cette synthèse, est détaillé au Chapitre 3.
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4. Conclusion
Deuxièmement, le problème d’introduction d’information furtive dans un code broadcast
donné est présenté. Contrairement aux travaux précédents, cette étude suppose un code
broadcast arbitraire donné, ce qui rend la preuve de faisabilité plus difficile. Une borne de
faisabilité et un converse sont obtenus dans le régime asymptotique dans la section 3 et dans le
Chapitre 4 pour une classe de canaux particulière, i.e., les canaux vérifiant certaines conditions
de symétrie. Ces bornes permettent de caractériser le nombre maximal de bits d’information
qui peuvent être introduits dans un code broadcast donné pour des canaux symmétriques. Ce
travail constitue une première étape vers la résolution du problème pour des canaux discrets
sans mémoire arbitraires.
Ces deux contributions ouvrent un certain nombre de perspectives tant du point de vue
théorique que du point de vue des applications. D’un point de vue théorique, la contribution
présentée dans ce document sur les communications furtives de type II laisse ouvert le problème
de l’obtention d’un converse pour des codes de longueur finie. Le converse n’étant pas connu, il
est possible que la borne de faisabilité présentée dans ce document puisse être améliorée, bien
que le terme de premier ordre soit optimal. De plus, la caractérisation du taux de transmission
optimal sous des contraintes de furtivité différentes de la divergence de Kullback-Leibler est
également un problème ouvert. Par ailleurs, la contribution sur les canaux broadcast laisse
deux problèmes ouverts : déterminer une borne de faisabilité et une borne de converse pour
des canaux discrets sans mémoire généraux. La caractérisation du nombre maximal de bits
d’information qui peuvent être introduits de manière furtive en considérant d’autres contraintes
de furtivité que la variation totale est également un problème ouvert. Il est intéressant de noter
que le problème d’introduction d’information furtive dans un code broadcast donné est une
instance d’un problème plus général. Dans les canaux multi-utilisateurs, les codes broadcast
peuvent être modifiés pour remplir d’autres fonctionnalités, e.g., transmission simultanée
d’énergie et d’information, sécurité de la couche physique (au sens traditionel), etc. Dans les
deux problèmes, seulement les canaux discrets et sans mémoire sont considérés. Ainsi, le cas
du canal Gaussien est également un problème ouvert. De plus, ces bornes permettent aux
designers de codes de développer des codes qui peuvent atteindre ces bornes. Comme il est
discuté dans [34, 35, 36], la modulation en position d’impulsions et certaines variations autour
de cette modulation semblent de bonnes candidates pour atteindre le débit optimal dans le
cas d’une communication point-à-point. Ceci pourrait éventuellement se vérifier aussi dans le
cas du canal broadcast.
En termes d’applications, le problème des communications furtive de type II ouvre une
voie vers le design d’une multiplicité de systèmes de communication qui peuvent transmettre
l’information de manière furtive. Par exemple, les communications furtives pourraient être
utilisées pour les signaux de contrôle du réseau, qui sont des signaux de faible débit souvent
détournés par des attaquants, ce qui induit des failles de sécurité. D’un autre côté, le problème
d’introduction d’information furtive dans un code broadcast donné ouvre deux perspectives
principales. Premièrement, ce problème ouvre la voie vers l’amélioration de systèmes de
communications existants dans le but de leur ajouter un service, dans ce cas, transmettre un
message privé additionnel de manière furtive. Deuxièmement, les bornes obtenues pour ce
problème montrent qu’il existe des malwares pouvant affecter l’émetteur de sorte que celui-ci
transmette des informations quelconques vers un tiers. Dans ce cas, la fuite d’information ne
peut pas être détectée en inspectant le réseau mais seulement en vérifiant le code au niveau de
l’émetteur, ce qui peut ne pas être aisé dans certains cas.
Enfin, dans les deux problèmes, l’addition de brouilleurs coopérants pourrait être utilisée
pour améliorer le débit de communication comme il est discuté dans [25]. Ainsi, les systèmes
xliii
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de communication full-duplex sont des candidats intéressants pour l’implémentation de tels
systèmes de communications furtives.
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Introduction
Security of communications systems, from theory to application, has been along standing problem especially in wireless systems. Indeed, eavesdropping ona wired line requires that the eavesdropper has access to the communication
line and can wiretap it. In contrast, the broadcast nature of wireless communications opens
the door to malicious users that may eavesdrop on the communication or disrupt it. In this
case, the simple fact of having a receiver is enough to eavesdrop on a system. Hence, due to
the unprecedented growth of wireless devices connected around the globe, there is a growing
demand for security of wireless systems. In this thesis, the focus is on problems that arise
when a malicious user eavesdrops the communication.
From a theoretical perspective, the security of communications systems was first studied in
Shannon’s landmark paper [1], which introduces the concept of perfect secrecy. According
to Shannon, in order to have a secure communication system against an eavesdropper, the
message and the eavesdropper’s observation must be statistically independent. This notion of
perfect secrecy is quite stringent, and thus, it was later weakened to secrecy constraints such
as weak secrecy, strong secrecy, effective secrecy or semantic secrecy. All these secrecy metrics
ensure different levels of statistical independence between the message and the eavesdropper’s
observation.
Another way to ensure the non-decodability of the message at the eavesdropper is to
guarantee that the latter will not be able to detect the communication itself. This problem
is known as covert communications or communications with low-probability of detection. In
this problem, the coding of the message should be done in such a way that the most powerful
detector at the eavesdropper will almost always fail to detect the communication. That is,
in the simplest point-to-point case, the eavesdropper’s channel output should look like the
channel output generated when only noise is present. It is worth noting that this kind of
constraint is much more stringent than the secrecy metrics mentioned above.
Nevertheless, covert communication systems find applications in military settings among
others. For instance, consider a battlefield scenario where a general sends orders to its troops.
In some circumstances, it might be crucial for the adversary to know that orders have been sent
even though the orders themselves are not known. Hence, the need to covertly transmit the
orders. Another application is the design of stealth vehicles, such as submarines for instance,
1
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1. Introduction
that have the ability to communicate without revealing their presence or, even worse, their
position. Covert communications also find applications in investigation journalism where the
secret transmission of data is crucial to the cooperation of journalists between them. Finally,
in the day-to-day life, covert communications could also be used to communicate critical data
such as medical data in the context of Internet of Things devices, or to wirelessly pay with
debit cards.
The theoretical study of the different instances of covert communications problems is of great
interest. It provides the designer of communications systems with bounds on the maximum
rate at which information can be simultaneously reliably and covertly sent. This paves the
way for coding engineers to benchmark their designs.
This thesis presents two main theoretical contributions. First, the problem of covert
communications type II is introduced. This is a traditional instance of the covert communication
problem over a point-to-point link, where the adversary chooses a fraction of the channel
outputs to perform its detection of the communication. For this problem, an achievable bound
– a lower bound on the maximum rate at which information can be reliably and covertly
transmitted – in the finite block-length regime is presented. Second, the problem of embedding
covert information into a given broadcast code is introduced. Given a broadcast code to
transmit a common message to two receivers, the goal of this problem is to determine the
maximum number of information bits that can be reliably sent to one receiver while being
covert with respect to the other receiver. In this thesis, an achievable bound and a converse
bound – an upper-bound – on the maximum number of information bits that can be covertly
embedded into a given broadcast code are established in the asymptotic block-length regime
for a particular class of channels. Together, these bounds characterize the maximum number
of information bits that can be covertly embedded into a given broadcast code for a particular
class of channels, i.e., symmetric channels.
None of these two problems were studied in the literature before. The problem of covert
communications type II generalizes the problem of covert communications over point-to-point
links. The achievability bound presented in this thesis is a first step towards the resolution
of this generalized model. The problem of embedding covert communications into a given
broadcast code is new in the sense that the broadcast code is assumed to be given. In
contrast, [2, 3] treat the problem of jointly designing a code to transmit common information
to two receiver and additional covert information to one of the two receivers. Again, the
characterization of the maximum number of information bits that can be covertly embedded
into a given broadcast code for symmetric channels constitutes a first step towards solving the
problem for arbitrary discrete memoryless channels.
The remainder of this thesis unfolds as follows. Chapter 2 presents a state of the art on
covert communications. Chapter 3 introduces the problem of covert communications type
II and establishes an achievable bound in the finite block-length regime. Then, Chapter 4
introduces the problem of embedding covert information into a given broadcast code and
characterizes the maximum number of information bits that can be covertly embedded into
a given broadcast code for a particular class of channels. Finally, Chapter 5 concludes this
thesis.
2
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State of the Art
Security has been a long standing problem in the information theory community.Shannon himself introduced the first problem of secrecy in [1]. In this problem,the transmitter aims at communicating with a receiver over a noiseless channel
in the presence of an adversary, the eavesdropper, that also observes a noiseless channel output
(see Figure 2.1). Shannon introduced the notion of perfect secrecy to treat this problem, and
defined perfect secrecy as follows:
I(W ; Z) = 0, (2.1)
where W ∈ W is the secret message, with W the set of messages, and Z ∈ Zn is the
eavesdropper’s channel output, with Z the eavesdropper’s channel output alphabet and n ∈ N
the block-length. That is, given its channel output observation Z, the eavesdropper should
not be able to infer anything about the message W , a fortiori, he should not be able to decode
W . Shannon concluded that to satisfy such a constraint, a secret-key was required, and in
particular, the entropy of the key should equal that of the message source. That is, assuming
the message indices and key indices uniformly distributed, there should be the same number
of key indices as the number of message indices.
Transmitter
Receiver
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Figure 2.1.: Point-to-point secrecy system.
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2. State of the Art
Later, Wyner introduced the wiretap channel in [4], in which the channel is not anymore
noiseless, and in particular, the eavesdropper observes a degraded version of the legitimate





I(W ; Z) = 0, (2.2)
known as weak secrecy. With these assumptions, Wyner was able to show that keyless secret
communication are achievable.




I(W ; Z) = 0. (2.3)
Abandoning the normalization of the mutual information indeed strengthen the metric.
Then, Hou et al. introduced in [6] the notion of effective secrecy, defined as
lim
n→∞
D(PWZ ||PWQZ) = 0, (2.4)
where QZ is the distribution expected by the eavesdropper when the source is not com-
municating useful messages. This measure gather two criterions, namely the confusion of
the eavesdropper and the stealth of the message (which in some sense related to covert
communications).





I(W ; Z) = 0, (2.5)
in which the distribution of the message can be anything. This contrasts with precedent work
in which the message is usually assumed to be uniformly distributed.
In front of this growing number of metrics ensuring non-decodability of the message emerged
a new problem in information theory: the problem of covert communications. In this problem,
the transmitter and the receiver should communicate in such a way that the adversary should
not be able to detect the existence of communications. The adversary, in contrast with the
wiretap setup does not aim at decoding the transmitted message but aims at detecting the
transmission. Hence, to distinguish the two setup, the adversary is named the eavesdropper
when it tries to decode the message and the warden when it tries to detect the communication.
The covertness constraint is a much more stringent requirement than a security constraint.
It finds motivation, among others, in military applications in which the very existence of a
transmission can be an information of capital importance.
This chapter reviews existing information theoretic results on covert communications. In the
first part of the chapter (Section 2.1), a brief description of the main contributions in covert
communications is given for different channels. Then in a second part (Section 2.2), more
details are provided with a unified notation for the canonical information theoretic channels.
2.1. Main Results on Covert Communications
In this section a description of the main results on covert communications is presented.
First, point-to-point channels are reviewed. Then, point-to-point channels with jammers are
4
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2.1. Main Results on Covert Communications
presented. Afterwards, channels with multiple users are considered. Finally, results on coding
for covert communications are reviewed.
2.1.1. Point-to-point Channels
Covert communications channels were first introduced in information theory by Bash et al.
in [7, 8]. In the aforementioned papers, the authors show that, as in steganography, covert
communications over AWGN point-to-point links are subject to the so-called square-root law.
That is, the number of information bits that can be sent over n ∈ N channel uses scales with
the square-root of n. To show this result, the authors use a communication scheme that
involves a key of length O(
√
n log (n)). These results show that the traditional notion of rate
(R = log(M)n , with M ∈ N the number of messages) cannot be used since this quantity tends
to zero. Hence, in covert communications problems, the quantity that is often studied is the
ratio log(M)√
n
, which tends to a constant for most channels.
Later, these results have been refined by Che et al. in [9, 10], Bloch in [11] and Wang
et al. in [12]. In [9, 10], the exact constant characterizing the limit of the ratio log(M)√
n
for
binary symmetric channels is established. In [11, 12], the limit of the ratio log(M)√
n
is exactly
characterized for DMCs using different achievability proof techniques. Indeed, the proof in [11]
relies on channel resolvability and channel reliability (see [40]) whereas the proof in [12] relies
on a one-shot achievability analysis. In addition, [11] characterizes the conditions for which no
secret-key is required and shows an improvement on the key-length for DMCs when the key is
needed. The communication scheme therein requires a key of length O(
√
n). Finally, [12] also
charaterizes the exact limit of the ratio log(M)√
n
for AWGN channels. In addition, Tahmasbi et
al. have derived in [13] upper and lower bounds on the finite block-length rate that can be
achieved under various covertness constraints.
Continuous-time AWGNs are studied by Wang in [14]. Therein, it is shown that when the
noise is white, a positive covert information rate is achievable when there is no bandwidth
constraint on the input. In contrast, in the band-limited case, covert communication schemes
require that the number of transmitted bits grow at most as the square root of the total
communication time.
Point-to-point channels with states have been studied by Lee et al. in [15, 16]. Therein,
closed-form expressions of the maximum achievable covert rate are given in the case of causal
and non-causal channel state information (CSI) for DMCs and in the case of non-causal CSI
for AWGN channels. Interestingly, there exist state-dependent channels for which the rate
is strictly positive, which contrasts with point-to-point DMCs and point-to-point AWGN
channels without states.
In [17], non coherent point-to-point channels are studied by Tahmasbi et al. In particular,
fast Rayleigh fading channels are considered. Therein, it is shown that the square-root law still
holds, and that the optimal rate is achieved with an amplitude-constrained input distribution
over a finite number of mass points that include 0.
In [18, 19, 20], Soltani et al. study the fundamental limits of covert packet insertion. The
authors consider a first transmitter sending packets on a channel to a legitimate receiver in a
given time interval. Another transmitter-receiver pair is present and aims at communicating
packets – inserting packets – on the same channel while remaining undetected by an external
warden. Therein, it is shown that the square-root law still applies. That is, if the total number
of packets sent by the first transmitter is n, the number of packets that can be covertly inserted
5
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scales with the square-root of n.
In [21], Soltani et al. consider the problem of bit insertion in packets. The authors consider
a first transmitter sending n packets to a first receiver. The packets are relayed to the first
receiver by three entities. The first one aims at inserting covert bits into the packets that are
assumed to have available payload space. The second one is a warden that wishes to detect
the bit insertion in the packets. The third one aims at decoding the covert bits inserted into
the packets. It is shown therein that if the number of packets is n, then, on the order of
square-root of n bits can be inserted in the packets.
Poisson point-to-point channels have been studied by Wang in [22]. It is shown that for
continuous-time Poisson point-to-point channels without peak-power constraint, the covert
communication capacity is infinite.
Tahmasbi et al. have introduced error exponents for covert communications over point-to-
point channels in [23]. Therein, they prove upper and lower bounds on the error exponent
that are shown to match in a certain regime.
In [24], Tahmasbi et al. study the feasibility of covert secret key generation. It is shown in
this paper that covert secret key generation is possible for some models. In addition, in models
for which the covert secret key capacity equals the covert capacity of the channel, it is shown
that secrecy comes "for free". That is, for these models, if covertness of the key generation
protocol is ensured, then the key and the adversary’s channel output appear statistically
independent in the regime where the block-length grows large.
2.1.2. Point-to-point Channels with Jammers
Point-to-point covert communications channels with friendly jammers have been introduced by
Soltani et al. in [25, 26]. In [25], the study considers several friendly jammers willing to help
the transmitter to achieve covert communications whereas several wardens are scrutinizing the
channel. The jammers are assumed to be randomly located according to a two-dimensional
point-process whereas the wardens are assumed to be uniformly and independently distributed
at random. In this case, an improvement can be observed with respect to the square-root
law that holds for most point-to-point channels. Indeed, it is shown in this paper that the
improvement depends on the density of the point-process, on the path-loss exponent, and on
the number of wardens.
In [27, 28], Zheng et al. consider communications with an adversarial jammer (with respect
to the legitimate transmitter-receiver pair). In the presence of such a jammer, it is shown in
the paper that regardless of the channel characteristics, a secret key of length Ω(log (n)) is
required. In addition, when the channel is adversarially jammed, the square-root law still
applies.
In [29], Sobers et al. consider the presence of an uninformed friendly jammer and assume
block fading channels. The jammer is uninformed in the sense that it is not coordinated with
the transmitter. This paper reveals scenarios in which the square-root law does not hold and
in which O(n) bits can be sent in n channel uses.
2.1.3. Multiple-User Channels
Covert communications over discrete memoryless broadcast channels (BC) have been introduced
in [2, 3] by Arumugam et al. The model consists of a transmitter sending private information
to one receiver and common information to two receivers. The setup considered is that in
6
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which the non-intended receiver of the private message should remain unaware of the existence
of the private message. It is considered in this paper that the codes for common information
transmission and covert private information transmission are jointly designed. In this case,
the authors explicit the exact maximum amount of information that can be embedded in the
code to transmit common information. This result verifies once again the square-root law for
covert communications.
Tan et al. considered another kind of broadcast channel in [30]. Their model consists of a
transmitter sending two messages to two receivers (one for each receiver) in the presence of
an additional warden. In this case, the square-root law also applies. In addition, the authors
show that time-sharing between the two receivers is optimal.
In the context of covert communications, the multiple-access channel (MAC) has been
studied by Arumugam et al. in [31, 32]. The model consists of two transmitters willing to
transmit covert information to a legitimate receiver in the presence of a warden. In [31, 32]
the authors fully characterize the covert capacity region of the 2-user discrete memoryless
MAC and the K-user discrete memoryless MAC, respectively. The authors show that for this
instance of MAC, the square-root law applies.
Arumugam et al. also studied the relay-channel under covertness constraint in [33]. The
authors of this paper consider a degraded relay channel with two non-colluding wardens. One
is on the link between the transmitter and the relay and the second is on the link between the
relay and the receiver. The authors characterize in the asymptotic block-length regime the
optimal ratio log(M)√
n
, where M ∈ N and n ∈ N are the number of messages and the number of
channel uses, respectively. In this scenario, the square-root law applies.
2.1.4. Coding for Covert Communications
Bloch et al. [34] and Kadampot et al. [35, 36] started to investigate how to code information
over point-to-point channels to perform covert communications. They show that pulse-position
modulation and variations around pulse-position modulation achieve the best achievable
rate. In [35, 36], the code construction presents the advantage of having low computational
complexity.
2.2. Detailed Results for Canonical Information Theoretic Channels
2.2.1. Point-to-point Channels
In this section, existing results for point-to-point channels are reviewed. First, a general
channel model is described. Then, results for two particular cases are presented: the additive
white Gaussian noise (AWGN) channels and the discrete memoryless channels (DMCs).
System Model
Consider a three-party communication system in which a transmitter sends information to
a legitimate receiver while a second receiver (the warden) observes the channel aiming to
determine whether or not communication occurs between the legitimate parties. The noisy
communication medium is described by a product random transformationÄ
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Figure 2.2.: Point-to-point channel with a warden.
where n ∈ N is the block-length; X is the input alphabet, Y and Z are the output alphabets.
That is, given an input vector x, the outputs y at the legitimate Receiver and z at the warden
are observed with probability
PY Z|X(y, z|x) =
n∏
t=1
PY Z|X(yt, zt|xt), (2.6b)
where PY Z|X is a random transformation from X to Y × Z given as a parameter of the
problem. From (2.6b), it follows that the channel is memoryless. This channel is represented
in Figure 2.2.
The message index to be sent from the Transmitter to the Receiver is a realization of a
random variable W that is uniformly distributed in the set
W , {1, 2, . . . ,M}, (2.7)
with M ∈ N. To send a message index within n channel uses, the Transmitter uses an
(n,M, ε)-code.
Definition 1 ((n,M, ε)-code). Given (M,n) ∈ N2 and ε ∈ [0, 1], an (n,M, ε)-code is a system
{(u(1),D(1)), (u(2),D(2)), . . . , (u(M),D(M))} , (2.8)
where for all (i, j) ∈ W2 with i 6= j,
u(i) = (u1(i), u2(i), . . . , un(i)) ∈ X n, (2.9)
D(i) ∩ D(j) = ∅, (2.10)
M⋃
k=1








∣∣∣X = u(i)] 6 ε. (2.12)
The probability in (2.12) applies with respect to the marginal PY |X of the joint distribution
in (2.6); and Dc(i) in (2.12) represents the complement of D(i) with respect to Yn.
Given a code represented by the system in (2.8), the Transmitter uses the codeword u(i) to
transmit the message index i ∈ W. At channel use t, with t ∈ {1, 2, . . . , n}, the Transmitter
inputs the symbol ut(i) to the channel. The Receiver observes the output y = (y1, y2, . . . , yn)
after n channel uses and determines that the message index i was transmitted if it satisfies
the decoding rule
y ∈ D(i). (2.13)
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The average decoding error probability associated to the code at the Receiver is given by the
term in the left-hand side of (2.12). This system is depicted in Figure 2.2.
In the remainder of this section on point-to-point channels, the focus will be on (n,M, ε)-
codes that satisfy a covertness constraint, i.e., the adversary or the warden must remain
unaware of the transmission. These covert codes are formally described in the next section.
Covert Codes
Assume that the input alphabet X contains an "off" symbol denoted by x0. Let QZ and RZ
be respectively the probability distributions







where x0 = (x0, x0, . . . , x0) denotes an n-dimensional vector that consists exclusively of "off"
symbols. Consider a hypothesis test in which the warden aims to determine whether the
Transmitter is off (hypothesis H0) or the (n,M, ε)-code (hypothesis H1) is used upon an
observation z of the channel output. That is,®
H0 : Z ∼ QZ
H1 : Z ∼ RZ ,
(2.16)
where QZ and RZ are respectively given in (2.14) and (2.15).
Denote by α ∈ [0, 1] and β ∈ [0, 1] the type-I and type-II error probabilities associated with
a decision rule T : Zn → {0, 1} of the form
T (z),
®
0 if H0 is accepted,
1 if H1 is accepted.
(2.17)
That is,
α,Pr [T (Z) = 1] , and (2.18)
β,Pr [T (Z) = 0] , (2.19)
where the probability in (2.18) applies assuming that Z ∼ QZ and the probability in (2.19)
applies assuming that Z ∼ RZ .
Lemma 1 ([37, Theorem 13.1.1]). The test to distinguish between the two distributions in
(2.16) satisfies:
‖QZ −RZ‖TV> 1− α− β, (2.20)
with equality for the optimal test.
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The above results suggests that the total variation and the Kullback-Leibler divergence are
suitable covertness metrics. Indeed by guaranteeing that the total variation or Kullback-Leibler
divergence are small enough, one ensures that the hypothesis test will almost always fail. That
is, the type-I and type-II error probabilities almost sum up to one. In addition, covertness could
also be guaranteed by lower bounding the type-II error probability β for a fixed type-I error
probability α. This also leads to failures of the test in almost every case. These observations
lead to the following definitions of covert codes.
Definition 2 ((n,M, ε, δ)KL-covert code). Given δ ∈ [0, 1], an (n,M, ε)-code described by
(2.8) is said to be an (n,M, ε, δ)KL-covert code if
D(QZ ||RZ) 6 δ, (2.23)
where QZ and RZ are respectively defined in (2.14) and (2.15).
Definition 3 ((n,M, ε, δ)TV-covert code). Given δ ∈ [0, 1], an (n,M, ε)-code described by
(2.8) is said to be an (n,M, ε, δ)TV-covert code if
‖QZ −RZ‖TV 6 δ, (2.24)
where QZ and RZ are respectively defined in (2.14) and (2.15).





Definition 4 ((n,M, ε, δ, α)β-covert code). Given (α, δ) ∈ [0, 1]2, an (n,M, ε)-code described
by (2.8) is said to be an (n,M, ε, δ, α)β-covert code if
1− α− δ 6 βα(QZ , RZ), (2.25)
where QZ and RZ are respectively defined in (2.14) and (2.15) and
βα(QZ , RZ) = infT ⊂Zn:QZ(Zn\T )6αRZ(T ).
Covert Codes with Secret Key
To covertly exchange a message, the Transmitter and the Receiver might share a secret key
A ∈ A , {1, 2, . . . , L}, with L ∈ N, unknown to the warden. This follows conventional
principles in security known as Kerckhoffs’ principles [42]. Hence, the Transmitter and the
Receiver use an (n,M,L, ε)-code defined as follows.
Definition 5 ((n,M,L, ε)-code). Given (M,L, n) ∈ N3 and ε ∈ [0, 1], an (n,M,L, ε)-code is
a system ¶




Cette thèse est accessible à l'adresse : http://theses.insa-lyon.fr/publication/2019LYSEI070/these.pdf 
© [D. Kibloff], [2019], INSA de Lyon, tous droits réservés
2.2. Detailed Results for Canonical Information Theoretic Channels
where for all (i, k, j) ∈ W2 ×A with i 6= k,
u(i, j) = (u1(i, j), u2(i, j), . . . , un(i, j)) ∈ X n, (2.27)
D(i, j) ∩ D(k, j) = ∅, (2.28)
M⋃
p=1









Y ∈ Dc(i, j)
∣∣∣X = u(i, j)] 6 ε, (2.30)
The probability in (2.30) is with respect to the marginal PY |X of the joint distribution in
(2.6); and Dc(i, j) in (2.30) represents the complement of D(i, j) with respect to Yn.
Given a code represented by the system in (2.26), the Transmitter uses the codeword u(i, j)
to transmit the message index i ∈ W using the key index j ∈ A. At channel use t, with
t ∈ {1, 2, . . . , n}, the Transmitter inputs the symbol ut(i, j) to the channel. The Receiver
observes the output y = (y1, y2, . . . , yn) after n channel uses and determines that the message
index i was transmitted using key index j if it satisfies the decoding rule:
y ∈ D(i, j). (2.31)
The average decoding error probability associated to the code is given by the term in the
left-hand side of (2.30).
As in the case without key, Lemma 1 and Lemma 2 lead to the following different definitions
of covert codes.
Definition 6 ((n,M,L, ε, δ)KL-covert code). Given δ ∈ [0, 1], an (n,M,L, ε)-code described
by (2.8) is said to be an (n,M,L, ε, δ)KL-covert code if
D(QZ ||RZ) 6 δ, (2.32)
where QZ and RZ are respectively defined in (4.10) and (4.11).
Definition 7 ((n,M,L, ε, δ)TV-covert code). Given δ ∈ [0, 1], an (n,M,L, ε)-code described
by (2.8) is said to be an (n,M,L, ε, δ)TV-covert code if
‖QZ −RZ‖TV 6 δ, (2.33)
where QZ and RZ are respectively defined in (4.10) and (4.11).
Definition 8 ((n,M,L, ε, δ, α)β-covert code). Given (α, δ) ∈ [0, 1]2, an (n,M,L, ε)-code
described by (2.8) is said to be an (n,M,L, ε, δ, α)β-covert code if
1− α− δ 6 βα(QZ , RZ), (2.34)
where QZ and RZ are respectively defined in (4.10) and (4.11) and
βα(QZ , RZ) = infT ⊂Zn:QZ(Zn\T )6αRZ(T ).
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Fundamental Limits
The information rate at which information can be covertly transmitted to the Receiver using
a covert code is log(M)n bits per channel use. Thus, a fundamental limit on the rate at which
information can be covertly transmitted is given by the largest possible M for which a covert
code exists. This notion is formalized by the following definition for different covertness
constraints when no secret key is required.
Definition 9 (Largest covert code’s size). Fix a pair (ε, δ) ∈ [0, 1]2. The largest covert code’s
sizes for the different covertness criteria are:
M∗KL(n, ε, δ), max {M∈N : ∃ (n,M, ε, δ)KL-covert code} , (2.35)
M∗TV(n, ε, δ), max{M∈N : ∃ (n,M, ε, δ)TV-covert code} , and (2.36)
M∗β(n, ε, δ, α), max {M∈N : ∃ (n,M, ε, δ, α)β-covert code} . (2.37)
In case a secret key is used, the fundamental limits are characterized by the following
quantities.
Definition 10 (Largest covert code’s size and smallest key size). Fix a pair (ε, δ) ∈ [0, 1]2.
The largest covert code’s sizes for the different covertness criteria are:
M∗KL(n,L, ε, δ), max{M∈N : ∃ (n,M,L, ε, δ)KL-covert code} , (2.38)
M∗TV(n,L, ε, δ), max{M∈N : ∃ (n,M,L, ε, δ)TV-covert code} , and (2.39)
M∗β(n,L, ε, δ, α), max{M∈N : ∃ (n,M,L, ε, δ, α)β-covert code} . (2.40)
The smallest key sizes for the different covertness criteria are:
L∗KL(n,M, ε, δ), min{L∈N : ∃ (n,M,L, ε, δ)KL-covert code} , (2.41)
L∗TV(n,M, ε, δ), min{L∈N : ∃ (n,M,L, ε, δ)TV-covert code} , and (2.42)
L∗β(n,M, ε, δ, α), min{L∈N : ∃ (n,M,L, ε, δ, α)β-covert code} . (2.43)
Main Results in AWGN Channels
Assume that X = Y = Z = R. Assume also that the random transformation in (2.6) satisfies:






















where σY ∈ R and σZ ∈ R. That is, the channels are additive Gaussian noise channels with
noise variances σ2Y and σ2Z respectively.
The problem of covert communications was first introduced in [7] and [8]. Therein, it is
shown that one can covertly transmit on the order of
√
n bits per n uses of the channel.
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Theorem 1 ([7, 8]). Consider the random transformation in (2.6) subject to (2.44). In the
asymptotic block-length regime, given a key A of sufficient length, it holds that
log (M∗KL(n,L, ε, δ))√
n
= O(1). (2.45)
In addition, [8] provides a code construction that requires a key of length O(
√
n log (n)).
Theorem 1 suggests that if more than O(
√
n) bits were sent over the channel, either the
covertness constraint or the reliability constraint would not be satisfied. That is, either the
warden often detecs the communications, or the Receiver often fails to decode the covert
message.
In [12] the exact constant that characterizes the ratio log(M)√
n
for AWGN channels is derived.
Theorem 2 ([12]). Consider the random transformation in (2.6) subject to (2.44), and suppose
that Y = Z. Then, it holds that
lim
n→∞





Note that in [12], it is assumed that an infinitely long key is used to perform covert
communications.
Theorem 2 establishes the optimal scaling constant of log (M∗KL(n,L, ε, δ)) with respect to√
n.
Main Results in Discrete Memoryless Channels
In this section, the alphabets X , Y, and Z are assumed to be countable. In addition, the
random transformation in (2.6) is assumed to satisfy the product decomposition in (2.44a).
First Order Asymptotics
The first order asymptotics of covert communications for DMCs have been studied in
[9, 10, 11] and [12]. First, results for binary channels are given. Then, extensions of these
results to general DMCs are presented.
In [11], the first order constant for binary channels is obtained.















The above theorem characterizes the optimal scaling constant of log (M∗KL(n,L, ε, δ)) with
respect to
√
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where [·]+ is max {·, 0}. From (2.48), it follows that when the warden observes the same
output as the legitimate Receiver or a degraded output with respect to that of the legitimate
Receiver, covert communications can be achieved without sharing a secret key.
This result extends to arbitrary DMCs as shown in [12] and in [11]:
Theorem 4 ([12], [11]). Consider the random transformation in (2.6).
lim
n→∞


















In [12], it assumed that Y = Z and thus no secret key is required to perform covert
communications according to (2.48). However, the authors assume that an arbitrarily long
key is available since the key analysis is not in the scope of the paper. On the other hand, [11]
presents an achievability scheme in which the key length satisfies:
lim
n→∞
















where P̃X is the distribution that optimizes the left-hand side of (2.49) and P̃Z(z) =∑
x∈X P̃X(x)PZ|X(z|x) .
The same conclusions as in the binary case can be found in the general DMC case. That
is, Theorem 4 gives the optimal scaling constant of log (M∗(n, ε, δ)) with respect to
√
n and
from (2.50), it follows that the secret-key is not required if the warden observes a degraded
channel output with respect to that of the legitimate Receiver.
Second Order Asymptotics
The second order asymptotics have been studied in [13] for binary channels with a variety
of covertness constraints. In this section, results are given considering the maximum decoding
error probability.
The following theorem characterizes the covert communication rate under a Kullback-Leibler
covertness constraint.
Theorem 5 ([13]). Consider the random transformation in (2.6). If X = Y = Z = {0, 1}, it
holds that































In Theorem 5, note that the first term in the right-hand side of (2.51) is the optimal scaling
constant of log (M∗(n, ε, δ)) with respect to
√
n. The interest of an expression such as (2.51)
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is that it is a finite block-length result. That is, the result is valid not only in the asymptotic
block-length regime, but also for smaller values of n. In this case, given n finite, one can
compute a strictly positive covert communication rate log(M)n .
The following theorem characterizes the covert communication rate under a total variation
covertness constraint.
Theorem 6 ([13]). Consider the random transformation in (2.6). If X = Y = Z = {0, 1}, it
holds that







































































The following theorem characterizes the covert communication rate under a covertness
constraint on the optimal probability of missed detection.
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Receiver
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Figure 2.3.: Point-to-point channel with states and warden.
where Λ = Q−1 (1− δ − α) and Ψ = Q−1(α).
Theorem 6 and Theorem 7 give upper and lower bounds on the finite block-length rate
achievable under different covertness constraints. Note that the first term (first oder term) in
the upper and lower bounds given in the two theorems are the same. That is, in the asymptotic




2.2.2. Point-to-point Channels with States
In this section, existing results on point-to-point channels are reviewed. First, the channel
model is described. Then, results for the AWGN channels and discrete memoryless channels
(DMC) are presented.
System Model
Consider a three-party communication system in which a transmitter sends information to
a legitimate receiver while a second receiver (the warden) observes the channel and aims to
determine whether or not communication occurs between the legitimate parties. The noisy
communication medium is described by a product random transformationÄ
X n,Sn,Yn,Zn, PY Z|XS
ä
, (2.56a)
where n ∈ N is the block-length; X is the input alphabet, S is the state alphabet, and Y and
Z are the output alphabets. Given an input vector x and a state vector s, the outputs y and
z are observed at the legitimate receiver and at the warden, respectively, with probability
PY Z|XS(y, z|x, s) =
n∏
t=1
PY Z|XS(yt, zt|xt, st), (2.56b)
with PY Z|XS a given parameter of the problem. That is, the channel is memoryless. Assume





with PS a given parameter of the problem. This channel is represented in Figure 2.3.
To covertly exchange a message, the Transmitter and the Receiver might share a secret key
A ∈ A = {1, 2, . . . , L}, with L ∈ N, unknown to the warden. The message index to be sent
16
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from the Transmitter to the Receiver is a realization of a random variable W that is uniformly
distributed in the set
W , {1, 2, . . . ,M}, (2.58)
with M ∈ N.
Two scenarios might arise. Channel state information may indeed be causally or non-causally
known at the Transmitter.
Causal State Information at the Transmitter
To send a message index within n channel uses, the Transmitter uses an (n,M,L, ε)-code
defined as follows.
Definition 11 ((n,M,L, ε)-code). Given (M,L, n) ∈ N3 and ε ∈ [0, 1], an (n,M,L, ε)-code
is a system¶
(u(1, 1, s1),D(1, 1)), (u(1, 2, s1),D(1, 2)), . . . , (u(M,L, s|S|n),D(M,L))
©
, (2.59)
where for all (i, k, j, s) ∈ W2 ×A× Sn with i 6= k,
u(i, j, s) = (u1(i, j, s1), u2(i, j, s2), . . . , un(i, j, sn)) ∈ X n, (2.60)
D(i, j) ∩ D(k, j) = ∅, (2.61)
M⋃
p=1











Y ∈ Dc(i, j)
∣∣∣X = u(i, j, s),S = s] 6 ε, (2.63)
The probability in (2.63) is with respect to the marginal PY |XS of the joint distribution in
(2.56); and Dc(i, j) in (2.63) represents the complement of D(i, j) with respect to Yn.
Given a code, the Transmitter uses the codeword u(i, j, s) to transmit the message index
i ∈ W under state s ∈ Sn with the key index j ∈ A. At channel use t, with t ∈ {1, 2, . . . , n},
the Transmitter inputs the symbol ut(i, j, st) to the channel. The Receiver observes the
output y = (y1, y2, . . . , yn) after n channel uses and determines that the message index i was
transmitted if it satisfies the decoding rule:
y ∈ D(i, j), (2.64)
where j ∈ A is the key index. Note that the state is not known at the Receiver.
The average decoding error probability associated to the code is given in the left-hand side
of (2.63).
Non-Causal State Information at the Transmitter
In this case, the Transmitter gets non-causally the knowledge of the vector s. That is, at
the beginning of the transmission the Transmitter knows the full vector s. To send a message
index within n channel uses, the Transmitter uses an (n,M,L, ε)-code defined as follows.
17
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Definition 12 ((n,M,L, ε)-code). Given (M,L, n) ∈ N3, an (n,M,L, ε)-code is a system¶
(u(1, 1, s1),D(1, 1)), (u(1, 2, s1),D(1, 2)), . . . , (u(M,L, s|S|n),D(M,L))
©
, (2.65)
where for all (i, k, j, s) ∈ W2 ×A× Sn with i 6= k,
u(i, j, s) = (u1(i, j, s), u2(i, j, s), . . . , un(i, j, s)) ∈ X n, (2.66)
D(i, j) ∩ D(k, j) = ∅, and (2.67)
M⋃
p=1












Y ∈ Dc(i, j)
∣∣∣X = u(i, j, s),S = s] 6 ε, (2.69)
The probability in (2.69) is with respect to the marginal PY |XS of the joint distribution in
(2.56); and Dc(i, j) in (2.69) represents the complement of D(i, j) with respect to Yn.
Given a code, the Transmitter uses the codeword u(i, j, s) to transmit the message index
i ∈ W under state s ∈ Sn with the key index j ∈ A. At channel use t, with t ∈ {1, 2, . . . , n},
the Transmitter inputs the symbol ut(i, j, s) to the channel. The Receiver observes the
output y = (y1, y2, . . . , yn) after n channel uses and determines that the message index i was
transmitted if it satisfies the decoding rule in (2.64) where j ∈ A is the key index.
The average decoding error probability associated to the code is given in (2.63). Figure 2.3
depicts this system.
In the remainder of this section, the focus will be on (n,M,L, ε)-codes that satisfy a
covertness constraint, i.e., the adversary or the warden must remain unaware of the transmission.
These covert codes are formally described in the next section.
Covert Codes














PS(s)PZ|XS(z|u(i, j, s), s), (2.71)
where x0 = (x0, x0, . . . , x0) denotes a vector that consists exclusively of "off" symbols. Consider
a hypothesis test in which the warden aims to determine whether the Transmitter is off
(hypothesis H0) or the (n,M, ε)-code (hypothesis H1) is used upon the observation of the
channel output Z: ®
H0 : Z ∼ QZ
H1 : Z ∼ RZ ,
(2.72)
where QZ and RZ are respectively given in (2.70) and (2.71).
Denote by α ∈ [0, 1] and β ∈ [0, 1] the type-I and type-II error probabilities associated with
18
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a decision rule T : Zn → {0, 1} of the form
T (z),
®
0 if H0 is accepted,
1 if H1 is accepted.
(2.73)
That is,
α,Pr [T (Z) = 1] , and (2.74)
β,Pr [T (Z) = 0] , (2.75)
where the probability in (2.74) applies assuming that Z ∼ QZ and the probability in (2.75)
applies assuming that Z ∼ RZ .
Definition 13 ((n,M,L, ε, δ)KL-covert code). Given δ ∈ [0, 1], an (n,M, ε)-code described by
(2.59) or (2.65) is said to be an (n,M,L, ε, δ)KL-covert code if
D(QZ ||RZ) 6 δ, (2.76)
where QZ and RZ are respectively defined in (2.70) and (2.71).
Fundamental Limits
The information rate at which information can be covertly transmitted to the Receiver using
an (n,M,L, ε, δ)KL-covert code is log(M)n bits per channel use. Thus, a fundamental limit on
the rate at which information can be covertly transmitted is given by the largest possible
M for which an (n,M, ε, δ)KL-covert code exists. This notion is formalized by the following
definition.
Definition 14 (Largest covert code’s size and smallest key size). Fix a pair (ε, δ) ∈ [0, 1]2.
The largest covert code’s size, denoted by M∗KL(n,L, ε, δ), is:
M∗KL(n,L, ε, δ),max{M∈N : ∃ (n,M,L, ε, δ)KL-covert code}.
The smallest key size, denoted by L∗KL(n,M, ε, δ), is:
L∗KL(n,M, ε, δ),min{L∈N : ∃ (n,M,L, ε, δ)KL-covert code}.
Main Results in Discrete Memoryless Channels with Causal State Information at the
Transmitter
Channels with states have been studied in [16] and [15].
When the channel state is causally available at the Transmitter, that is, when the Transmitter
has the knowledge of the state St at time t, the following upper-bound holds.
Theorem 8 ([16]). Given log(L)n > 0, it holds that
lim
n→∞




I(V ;Y ), (2.77)
with V an auxiliary random variable that satisfies |V| 6 min{|X | + |Y| + |Z| − 2,
(|X | − 1)|S|+ 1}, and PZ = PZ|X=x0.
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When the channel state is causally available at the Transmitter, the following lower-bound
holds.
Theorem 9 ([16]). It holds that
lim
n→∞




I(V ;Y ), (2.78)
with V an auxiliary random variable that satisfies |V| 6 min{|X | + |Y| + |Z| − 1,
(|X | − 1)|S|+ 2}, PZ = PZ|X=x0, and
log (L)
n
> I(V ;Z)− I(V ;Y ). (2.79)
Main Results in Discrete Memoryless Channels with Non-causal Channel State
Information at the Transmitter
When the channel state is non-causally available at the Transmitter, that is, when the
Transmitter has the knowledge of the state sequence S at the beginning of the transmission,
the following upper-bound holds.
Theorem 10 ([16]). Given log(L)n > 0, it holds that
lim
n→∞




I(U ;Y )− I(U ;S), (2.80)
with U an auxiliary random variable that satisfies |U| 6 min {|X |+ |Y|+ |Z|+ |S| − 3, |X ||S|},
and PZ = PZ|X=x0.
When the channel state is non-causally available at the Transmitter, the following lower-
bound holds.
Theorem 11 ([16]). It holds that
lim
n→∞




I(U ;Y )− I(U ;S), (2.81)
with U an auxiliary random variable that satisfies |U| 6 min{|X | + |Y| + |Z| + |S| − 2,
|X ||S|+ 1}, and PZ = PZ|X=x0, and
log (L)
n
> I(U ;Z)− I(U ;Y ). (2.82)
Interestingly, in the DMC with channel state information at the Transmitter, covert commu-
nications might be possible at strictly positive rates. This contrasts with the results obtained
for the DMC where the rate vanishes with the block-length n.
Main Results in AWGN Channels
Assume that S ∼ N (0, T ), with T ∈ R+, and assume that the random transformation in
(2.56) satisfies:
PY Z|XS(y, z|x, s) = PY |XS(y|x, s)PZ|XS(z|x, s), (2.83)
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2π(σ2 + T )
exp
Ç
−(y − x− s)
2






2π(σ2 + T )
exp
Ç
−(z − x− s)
2
2(σ2 + T )
å
. (2.85)













T∗, (1− γ∗)2T, and (2.88)
P ∗, T − T ∗. (2.89)
When the channel state is causally available at the Transmitter, that is, when the Transmitter
has the knowledge of the state St at time t, the following bound hold.















T ∗ + 1
ã
, (2.90)












T ∗ + 1
ã
, (2.91)
When the channel state is non causally available at the Transmitter, that is, when the
Transmitter has the knowledge of the state vector S at the beginning of the transmission, the
following holds.



















(P ∗ + T ∗ + σ2) +
Ä
















(P ∗ + T ∗ + 1) +
Ä
P ∗ + P ∗P ∗+1T ∗
ä2è, (2.92)




log (M∗KL(n,L, ε, δ))
n
= 12 log (1 + P
∗) , (2.93)
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Transmitter
Adversary
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Figure 2.4.: Broadcast channel with a warden.
2.2.3. Broadcast Channels
This section reviews existing results on the broadcast channel. Several models can be used to
study broadcast channels with covert messages. In particular two models are subsequently
presented with the associated results in the next sections.
Broadcast Channels with covertness constraint
System Model
Consider a four-party communications system in which a transmitter broadcasts information
to two legitimate receivers while a third receiver (the warden) observes the channel and aims
to determine whether or not communication occurs between the legitimate parties. The noisy
communication medium is described by a product random transformationÄ
X n,Yn1 ,Yn2 ,Zn, PY 1Y 2Z|X
ä
, (2.94)
where n ∈ N is the block-length; X is the input alphabet with an "off" symbol x0, Y1, Y2 and
Z are the output alphabets. That is, given an input vector x, the outputs yk, with k ∈ {1, 2},
and z are observed at Receiver k and at the warden, respectively, with probability
PY 1Y 2Z|X(y1,y2, z|x) =
n∏
t=1
PY1Y2Z|X(y1t, y2t, zt|xt). (2.95)
This channel is represented in Figure 2.4.
The message index pair to transmit is a realization of the random variable pair (W1,W2)
that is uniformly distributed over W1 ×W2 = {1, 2, . . . ,M1} × {1, 2, . . . ,M2}. The random
variables W1 and W2 are assumed to be independent. To transmit a message index pair to
the legitimate receivers, the Transmitter uses an (n,M1,M2, ε)-code defined as follows.
Definition 15 ((n,M1,M2, ε)-code). Given (M1,M2, n) ∈ N3 and ε ∈ [0, 1], an (n,M1,M2, ε)-
code is a system{
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where for all (i, j, k, l) ∈ (W1 ×W2)2 with (i, j) 6= (k, l), and all m ∈ {1, 2}
u(i, j) = (u1(i, j), u2(i, j), . . . , un(i, j)) ∈ X n, (2.97)










Pr [Y 1 ∈ Dc1(i, j) ∪ Y 2 ∈ Dc2(i, j)|X = u(i, j)]
M1M2
6 ε. (2.100)
The probability operator in (2.100) applies in with respect to the marginal PY 1Y 2|X of the
probability distribution in (2.95).
Given an (n,M1,M2, ε)-code represented by the system in (2.96), the Transmitter sends the
codeword u(i, j) ∈ X n to transmit the message index pair (i, j) ∈ W1 ×W2. In particular,
at channel use t ∈ {1, 2, . . . , n}, the Transmitter inputs the symbol ut(i, j) to the channel.
After n channel uses, Receiver k, with k ∈ {1, 2}, observes the channel output vector yk ∈ Ynk
and determines that the message index pair (i, j) was transmitted according if the following
decoding rule holds:
yk ∈ Dk(i, j). (2.101)
The average decoding error probability denoted by λ ∈ [0, 1] is given in the left hand-side of
(2.100).
Covert Codes
Let QZ and RZ be respectively the probability distributions









where x0 = (x0, x0, . . . , x0) denotes a vector that consists exclusively of "off" symbols. The
warden aims at determining whether its observation of the channel is induced by the vector
x0 or by a codeword from the (n,M1,M2, ε)-code. That is, the warden faces the following
hypothesis test: ®
H0 : Z ∼ QZ
H1 : Z ∼ RZ .
(2.104)
Denote by α ∈ [0, 1] and β ∈ [0, 1] the type-I and type-II error probabilities associated with
a decision rule T : Zn → {0, 1} of the form
T (z),
®
0 if H0 is accepted,
1 if H1 is accepted.
(2.105)
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That is,
α,Pr [T (Z) = 1] , and (2.106)
β,Pr [T (Z) = 0] , (2.107)
where the probability operator in (2.106) applies assuming that Z ∼ QZ and the probability
operator in (2.107) applies assuming that Z ∼ RZ .
Definition 16 ((n,M1,M2, ε, δ)KL-covert code). Given δ ∈ [0, 1], an (n,M1,M2, ε)-code
described by (2.96) is said to be an (n,M1,M2, ε, δ)KL-covert code if
D(QZ ||RZ) 6 δ, (2.108)
where QZ and RZ are respectively defined in (2.102) and (2.103).
To covertly communicate messages over the channel, the Transmitter and the legitimate
receivers might share a secret key A ∈ A = {1, 2, . . . , L} that is unknown to the warden.
Fundamental Limits
The information rate at which information can be covertly transmitted to Receiver k,
k ∈ {1, 2}, using an (n,M1,M2, ε, δ)-covert code is log(Mk)n bits per channel use. Thus, a
fundamental limit on the rate at which information can be covertly transmitted is given by
the largest possible Mk for which an (n,M1,M2, ε, δ)-covert code exists. For all Mk below the
largest possible Mk, the ratio log(Mk)√n is said to be achievable. This notion is formalized by
the following definition.
Definition 17. A tuple (ρ1, ρ2, ρkey) is said achievable if there exists a sequence of (n,M1,M2, ε, δ)-














The covert-capacity region of the broadcast channel with a warden, denoted by Rδ is the set of
all achievable pairs (ρ1, ρ2, ρkey).
Main Results
In [30], it is shown that under covertness constraint, time division between the two legitimate
receivers is an optimal communication scheme for a particular class of channels. Let ρ∗k, with
k ∈ {1, 2} be the covert capacity of the point-to-point link between the Transmitter and
Receiver k. Let also ρ∗Z be the point-to-point covert capacity between the Transmitter and a
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Theorem 14 ([30]). Consider the random transformation in (2.95) such that (2.112) is













ρ∗Z − ρ1 − ρ2. (2.114)
Theorem 14 shows that the square-root law also applies for the broadcast channel. In this
case, time-sharing between the two users is the optimal transmissions strategy.
Embedding Covert Information into Broadcast Codes
System Model
Consider a three-party communications system in which a transmitter sends common
information to two receivers and private information only to one receiver. The private
information should be sent covertly with respect to the second receiver. That is, the second
receiver acts as a warden regarding the private message and its goal is to determine if the
codeword used is drawn from an innocent codebook or if it carries additional private information.
The noisy communication medium is described by a product random transformation similar
to that in (2.6). This channel is represented in Figure 2.5.
The common message index to transmit is a realization of the random variable W1 that is
uniformly distributed over W1 = {1, 2, . . . ,M1}. The private message index to transmit is a
realization of the random variable W2 that is uniformly distributed over W2 = {1, 2, . . . ,M2},
and independent ofW1. To transmit a message index to the legitimate Receiver, the Transmitter
uses an (n,M1,M2, ε)-code defined as follows.
Definition 18 ((n,M1,M2, ε)-code). Given (M1,M2, n) ∈ N3 and ε ∈ [0, 1], an (n,M1,M2, ε)-
code is a system¶
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where for all (i, j, k, l) ∈ (W1 × ({0} ∪W2))2 with (i, j) 6= (k, l),
u(i, j) = (u1(i, j), u2(i, j), . . . , un(i, j)) ∈ X n, (2.116)
D1(i, j) ∩ D1(k, l) = ∅, (2.117)





D1(p, q) ⊆ Yn, (2.119)
M1⋃
p=1














Pr [Z ∈ Dc2(i)|X = u(i, j)] 6 ε. (2.122)
The probability in (2.121) is with respect to the marginal PY |X of the probability distribution
in (2.6). The probability in (2.122) is with respect to the marginal PZ|X of the probability
distribution in (2.6).
The codewords u(i, 0) with i ∈ W1 correspond to the innocent codewords whereas the
codewords u(i, j) with j ∈ W2 correspond to the transmission of both common and private
information.
Given an (n,M1,M2, ε)-code represented by the system in (2.115), the Transmitter sends
the codeword u(i, j) ∈ X n to transmit the message index pair (i, j) ∈ W1 ×W2. In particular,
at channel use t ∈ {1, 2, . . . , n}, the Transmitter inputs the symbol ut(i, j) to the channel.
After n channel uses, Receiver 1 observes the channel output vector y ∈ Yn and determines
that message index pair (i, j) was transmitted if the following decoding rule holds:
y ∈ D1(i, j). (2.123)
Receiver 2 on the other hand decides that the common message index i was transmitted
according to the following decoding rule:
z ∈ D2(i). (2.124)
The average decoding error probabilities at Receiver 1 and Receiver 2 are given in the left
hand-side of (2.121) and (2.122), respectively.
Covert Codes
Given i ∈ W1, let Q(i)Z and R
(i)
Z be respectively the probability distributions
Q
(i)
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The warden aims at determining whether its observation of the channel is induced by the
codeword u(i, 0) or by a codeword u(i, j) with j ∈ W2. That is, the warden faces the following
hypothesis test: {
H0 : Z ∼ Q(i)Z
H1 : Z ∼ R(i)Z .
(2.127)
Denote by αi ∈ [0, 1] and βi ∈ [0, 1] the type-I and type-II error probabilities associated
with a decision rule Ti : Zn → {0, 1} of the form
Ti(z),
®
0 if H0 is accepted,
1 if H1 is accepted.
(2.128)
That is,
αi,Pr [Ti(Z) = 1] , and (2.129)
βi,Pr [Ti(Z) = 0] , (2.130)
where the probability in (2.129) applies assuming that Z ∼ Q(i)Z and the probability operator
in (2.130) applies assuming that Z ∼ R(i)Z .
Definition 19 ((n,M1,M2, ε, δ)KL-covert code). Given δ ∈ [0, 1], an (n,M1,M2, ε)-code C










where Q(i)Z and R
(i)
Z are respectively defined in (2.125) and (2.126).
Fundamental Limits
The information rate at which information can be covertly transmitted to Receiver k,
k ∈ {1, 2}, using an (n,M1,M2, ε, δ)-covert code is log(Mk)n bits per channel use. Thus, a
fundamental limit on the rate at which information can be covertly transmitted is given by the
largest possible Mk for which an (n,M1,M2, ε, δ)-covert code exists. This notion is formalized
by the following definition.
Definition 20 (Largest covert code’s size and smallest key size). Fix a pair (ε, δ) ∈ [0, 1]2.
The largest covert code’s size, denoted by M∗1,KL(n,M2, ε, δ) (resp. M∗2,KL(n,M1, ε, δ)), is:
M∗1,KL(n,M2, ε, δ),max{M1∈N : ∃ (n,M1,M2, L, ε, δ)KL-covert code}, and (2.132)
M∗2,KL(n,M1, ε, δ),max{M2∈N : ∃ (n,M1,M2, L, ε, δ)KL-covert code}. (2.133)
Results
In [3], the number of covert bits that can be embedded in an innocent code that performs
close to capacity is established for binary channels. Hence, assume that X = Y = Z = {0, 1}.
Assume also that the capacity achieving distribution of the channel between the Transmitter
and Receiver 2 (the warden) P ∗X is of the form P ∗X(1) = p∗. Finally, assume that under the
input distribution P ∗X , it holds that I(X;Y ) > I(X;Z).
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Figure 2.6.: Point-to-point channel with a warden.
Theorem 15. Consider the random transformation in (2.6) such that X = Y = Z = {0, 1}.



















there exists keyless covert communication schemes such that
lim
n→∞
log (M∗1 (n,M2, ε, δ))
n
= I(X;Y ), (2.135)
and for all i ∈ W1,
lim
n→∞

































Note that the error probability analysis in [3] is not performed using the average decoding
error probabilities λ1n and λ2n. Nevertheless, both λ1n and λ2n are still guaranteed to tend
to 0.
2.2.4. Multiple-Access Channels
In this section, covert communications over mutiple-access channels are reviewed. First, the
channel model is described. Then, results for DMCs are subsequently exposed.
System Model
Consider a four-party communication system in which two transmitters send information to
a legitimate receiver while a second receiver (the warden) observes the channel and aims to
determine whether or not communication occurs between the legitimate parties (see Figure 2.6).
The noisy communication medium is described by a product random transformationÄ
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where n ∈ N is the block-length; X1 and X2 are the input alphabets, Y and Z are the output
alphabets. That is, given two input vectors x1 and x2, the outputs y and z are observed at
the Receiver and the warden, respectively, with probability
PY Z|X1X2(y, z|x1,x2) =
n∏
t=1
PY Z|X1X2(yt, zt|x1,t, x2,t), (2.138b)
where PY Z|X1X2 is given parameter of the problem. That is, the channel is memoryless.
The message index to be sent from Transmitter k, with k ∈ {1, 2}, to the Receiver is a
realization of a random variable Wk that is uniformly distributed in the set
Wk , {1, 2, . . . ,Mk}, (2.139)
with Mk ∈ N. To send a message index within n channel uses, the Transmitter uses an
(n,M1,M2, ε)-code.
Definition 21 ((n,M1,M2, ε)-code). Given (M1,M2, n) ∈ N3 and ε ∈ [0, 1], an (n,M1,M2, ε)-
code is a system
{(u(1),v(1),D(1, 1)), (u(1),v(2),D(1, 2)), . . . , (u(M1),v(M2),D(M1,M2))} , (2.140)
where for all (i, k, j, l) ∈ W21 ×W22 with i 6= k and j 6= l,
u(i) = (u1(i), u2(i), . . . , un(i)) ∈ X n, (2.141)
v(i) = (v1(i), v2(i), . . . , vn(i)) ∈ X n, (2.142)














Y ∈ Dc(i, j)
∣∣∣X1 = u(i),X2 = v(j)] 6 ε. (2.145)
The probability operator in (2.145) applies with respect to the marginal PY |X1X2 of the
joint distribution in (2.138); and Dc(i, j) in (2.145) represents the complement of D(i, j) with
respect to Yn.
Given a code represented by the system in (2.140), the Transmitters use the codewords
u(i) and v(j) to transmit the message index pair (i, j) ∈ W1 ×W2. At channel use t, with
t ∈ {1, 2, . . . , n}, Transmitter 1 inputs the symbol ut(i) to the channel and Transmitter 2
inputs the symbol vt(j) to the channel. The Receiver observes the output y = (y1, y2, . . . , yn)
after n channel uses and determines that the message index pair (i, j) was transmitted if the
following decoding rule holds:
y ∈ D(i, j). (2.146)
The average decoding error probability associated to the code at the Receiver is given in
(2.145). This system is depicted in Figure 2.6.
In the remainder of this section on MACs, the focus will be on (n,M1,M2, ε)-codes that
satisfy a covertness constraint, i.e., the adversary or the warden must remain unaware of the
transmission. These covert codes are formally described in the next section.
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Covert Codes
Assume that the input alphabets X1 and X2 contain an "off" symbol denoted by x0. Let QZ
and RZ be respectively the probability distributions









where x0 = (x0, x0, . . . , x0) denotes an n-dimensional vector that consists exclusively of "off"
symbols. Consider a hypothesis test in which the warden aims to determine whether the
Transmitters are off (hypothesis H0) or the (n,M1,M2, ε)-code (hypothesis H1) is used upon
the observation of the channel output Z:®
H0 : Z ∼ QZ
H1 : Z ∼ RZ ,
(2.149)
where QZ and RZ are respectively given in (2.147) and (2.148).
Denote by α ∈ [0, 1] and β ∈ [0, 1] the type-I and type-II error probabilities associated with
a decision rule T : Zn → {0, 1} of the form
T (z),
®
0 if H0 is accepted,
1 if H1 is accepted.
(2.150)
That is,
α,Pr [T (Z) = 1] , and (2.151)
β,Pr [T (Z) = 0] , (2.152)
where the probability operator in (2.151) applies assuming that Z ∼ QZ and the probability
operator in (2.152) applies assuming that Z ∼ RZ .
Definition 22 ((n,M1,M2, ε, δ)KL-covert code). Given δ ∈ [0, 1], an (n,M1,M2, ε)-code
described by (2.140) is said to be an (n,M1,M2, ε, δ)KL-covert code if
D(RZ ||QZ) 6 δ, (2.153)
where QZ and RZ are respectively defined in (2.147) and (2.148).
Fundamental Limits
The information rate at which information can be covertly transmitted to the Receiver using
an (n,M1,M2, ε, δ)-covert code by Transmitter k with k ∈ {1, 2}, is log(Mk)n bits per channel
use. Thus, a fundamental limit on the rate at which information can be covertly transmitted
is given by the covert capacity region. This notion is formalized by the following definition.
Definition 23 (Covert capacity region). Fix a pair (ε, δ) ∈ [0, 1]2. A covert rate pair
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D(RZ ||QZ)= 0. (2.157)
The covert capacity region is the set that consists of all achievable covert rate pairs (ρ1, ρ2).
Results
In [31, 32], the number of covert bits that can be embedded in an innocent code that performs
close to capacity is established for binary channels. The results presented here are for the
2-user MAC but can be extend to an arbitrary number of users (see [32]). Assume that
X = Y = Z = {0, 1}.
Define
K1(z), PZ|X1X2(z|1, 0)− PZ|X1X2(z|0, 0), (2.158)
K2(z), PZ|X1X2(z|0, 1)− PZ|X1X2(z|0, 0), (2.159)
K3(z), PZ|X1X2(z|0, 0) + PZ|X1X2(z|1, 1)− PZ|X1X2(z|0, 1)− PZ|X1X2(z|1, 0), (2.160)
Theorem 16. Consider the random transformation in (2.138) such that X = Y = Z = {0, 1}














































If (2.161) and (2.162) are satisfied, covert communications can be achieved using a keyless
communication scheme.
2.3. Conclusion
This chapter reviewed existing results on covert communications with an emphasis on classical
information theoretic channels. For most of the models it is shown that the square-root law
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2. State of the Art
applies.
Despite the growing number of contributions in the context of covert communications, there
are still open problems. Among those, two are of interest in the scope of this thesis. Namely,
determining the maximum number of information bits that can be transmitted when the
warden observes only a subset of the channel outputs and determining the maximum number of
information bits that can be embedded in a given broadcast code that is designed to transmit
a common message to two receivers. These two problems are presented and treated at least
partially in the next chapters of this thesis.
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Bash et al. established in [7, 8] that on the order of
√
n bits of information can be
covertly transmitted within n channel uses over point-to-point channels. Later,
Wang, Wornell and Zheng considered memoryless channels in which the receiver
and the steganalyst observe the same channel output, and derived in [12] the covert capacity
of such channels. During the same year, Bloch considered point-to-point binary memoryless
channels (BMC) under covertness constraints and characterized a first order approximation
of the covert capacity in [11]. Together with Tahmasbi, he derived in [13] the second order
asymptotic approximation of the optimal codebook size.
In the context of wiretap channels, Ozarow and Wyner introduced the problem of the wiretap
channel type II [43], which is a traditional instance of the wiretap channel problem where the
eavesdropper observes only a subset of the channel outputs. In this chapter, the problem of
covert communications type II is introduced. Inspired from the wiretap channel type II, this
problem is a traditional instance of the covert communications problem over point-to-point
links where the warden observes only a fixed fraction of the channel outputs. The main
contribution of this chapter is a second order achievable bound for covert communications
type II.
The remainder of this chapter unfolds as follows. Section 3.1 details the model. Section 3.2
establishes an achievable bound for the problem of covert communications type II. Section 3.3
provides a discussion of this result. Finally, Section 3.4 concludes this work.
3.1. System Model
3.1.1. Channel Model
Consider a three-party communication system in which a transmitter sends information to
a legitimate receiver while a second receiver (the warden) observes a fraction of the channel
outputs and aims to determine whether or not communication occurs between the legitimate
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3. Covert Communications Type II
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Figure 3.1.: Point-to-point channel with a warden.
parties. The noisy communication medium is described by a product random transformationÄ
X n,Yn,Zn, PY Z|X
ä
, (3.1a)
where n ∈ N is the block-length; X is the input alphabet, Y and Z are the output alphabets;
and X = (X1, X2, . . . , Xn) ∈ X n, Y = (Y1, Y2, . . . , Yn) ∈ Yn and Z = (Z1, Z2, . . . , Zn) ∈ Zn
are n-dimensional vectors of random variables. That is, given an input vector x, the output
(y, z) is observed with probability
PY Z|X(y, z|x) =
n∏
t=1
PY Z|X(yt, zt|xt), (3.1b)
where PY Z|X is given parameter of the problem. That is, the channel is memoryless. This
channel is represented in Figure 3.1.
The message index to be sent from the Transmitter to the Receiver is a realization of a
random variable W that is uniformly distributed in the set
W , {1, 2, . . . ,M}, (3.2)
with M ∈ N. In order to transmit this message, the Transmitter and the Receiver might share
a secret key A ∈ A = {1, 2, . . . , L}, with L ∈ N. It is assumed that the warden knows the
distribution PA of the key, but not the actual realization of the key. Hence, to send a message
index within n channel uses, the Transmitter uses an (n,M,L, ε)-code.
Definition 24 ((n,M,L, ε)-code). Given (M,L, n) ∈ N3 and ε ∈ [0, 1], an (n,M,L, ε)-code
is a system
{(u(1, 1),D(1, 1)), (u(1, 2),D(1, 2)), . . . , (u(M,L),D(M,L))} , (3.3)
where for all (i, k, j) ∈ W2 ×A with i 6= k,
u(i, j) = (u1(i, j), u2(i, j), . . . , un(i, j)) ∈ X n, (3.4)
D(i, j) ∩ D(k, j) = ∅, (3.5)
M⋃
`=1










Y ∈ Dc(i, j)
∣∣∣X = u(i, j)] 6 ε. (3.7)
The probability operator in (3.7) applies with respect to the marginal PY |X of the joint
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3.1. System Model
distribution in (3.1); and Dc(i, j) in (3.7) represents the complement of D(i, j) with respect
to Yn.
Given a code represented by the system in (3.3) and a key index j ∈ A, the Transmitter
uses the codeword u(i, j) to transmit the message index i ∈ W. At channel use t, with
t ∈ {1, 2, . . . , n}, the Transmitter inputs the symbol ut(i, j) to the channel. The Receiver,
which knows the key index j, observes the output y = (y1, y2, . . . , yn) after n channel uses
and determines that the message index i was transmitted if it satisfies the decoding rule:
y ∈ D(i, j). (3.8)
The average decoding error probability associated to the (n,M,L, ε)-code at the Receiver is
given in (3.7). This system is depicted in Figure 3.1.
In the remainder of this chapter, the (n,M,L, ε)-codes of interest are those that satisfy
a covertness constraint, i.e., the adversary or the warden must remain unaware of the
transmission. These covert codes are formally described in the next section.
3.1.2. Covert Codes
Assume that the input alphabet X contains an "off" symbol denoted by x0. Let κ ∈ [0, 1]
be fixed. Assume that the warden selects only m = bκnc components to determine whether
or not communication takes place. Denote the set of indices chosen by the warden by
B = {b1, b2, . . . , bm}. Hence, the warden considers only the vector ZB = (Zb1 , Zb2 , . . . , Zbm) to
perform its hypothesis test. Let QZB and RZB be respectively the probability distributions









where x0 = (x0, x0, . . . , x0) denotes an m-dimensional vector that consists exclusively of "off"
symbols. Consider a hypothesis test in which the warden aims to determine whether the
transmitter is off (hypothesis H0) or the (n,M,L, ε)-code (hypothesis H1) is used upon the
observation of the channel output ZB:®
H0 : Z ∼ QZB
H1 : Z ∼ RZB ,
(3.11)
where QZB and RZB are respectively given in (3.9) and (3.10).
Denote by α ∈ [0, 1] and β ∈ [0, 1] the type-I and type-II error probabilities associated with
a decision rule T : Zm → {0, 1} of the form
T (zB),
®
0 if H0 is accepted,
1 if H1 is accepted.
(3.12)
That is,
α,Pr [T (ZB) = 1] , and (3.13)
β,Pr [T (ZB) = 0] , (3.14)
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3. Covert Communications Type II
where the probability operator in (3.13) applies assuming that ZB ∼ QZB and the probability
operator in (3.14) applies assuming that ZB ∼ RZB .
Definition 25 ((n,M,L, ε, δ, κ)-covert code). Given (δ, κ) ∈ [0, 1]2, an (n,M,L, ε)-code C




D(RZB ||QZB) 6 δ, (3.15)
where QZB and RZB are respectively defined in (3.9) and (3.10).
Note that the maximization in (3.15) takes into account the worst m-dimensional vector
that can be chosen by the warden.
3.1.3. Fundamental Limits
The information rate at which information can be covertly transmitted to the Receiver using
an (n,M,L, ε, δ, κ)-covert code is log(M)n bits per channel use. Thus, a fundamental limit on
the rate at which information can be covertly transmitted is given by the largest possible M
for which an (n,M,L, ε, δ, κ)-covert code exists. This notion is formalized by the following
definition.
Definition 26 (Largest covert code’s size). Fix a triplet (ε, δ, κ) ∈ [0, 1]3 and L ∈ N. The
largest covert code’s size is:
M∗(n,L, ε, δ, κ)= max {M∈N : ∃ (n,M,L, ε, δ, κ)-covert code} .
3.2. An achievable bound for Binary Memoryless Channels
In this section, a lower bound on the largest code’s size (Definition 26) is established for binary
memoryless channels (BMCs) using techniques from [11] and [13]. Hence, it is assumed that
X = Y = Z = {x0, x1}. It is also assumed that Y = Z and that PY |X=x0  PY |X=x1 . The
next theorem introduces this lower bound.
Theorem 17. Consider a BMC (X ,Y,Z, PY Z|X). It holds that













































bκncχ2(PY |X=x1 , PY |X=x0)
. (3.17)
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3.2. An achievable bound for Binary Memoryless Channels
The construction of the lower bound is presented in three parts. In the first part, a
probability mass function to randomly generate an (n,M,L, ε)-code is chosen. This distribution
is expressed in terms of some parameters, which are referred to as the generating parameters.
In the second part, the generating parameters are chosen in order to satisfy the covertness
constraint in (3.15) for a fixed δ and fixed κ, which allows the construction of an (n,M,L, ε, δ, κ)-
covert code. In the third part, the average of the decoding error probability (denoted by Λ̂) of
the covert code is upper-bounded. This upper-bound proves the existence of an (n,M,L, ε, δ, κ)-
covert code whose number of codewords provides a lower bound on the largest code’s size
(Definition 26).
Part I: Generation of the Random Code
Consider the parameters (M,L) ∈ N2; and fix a probability mass function PX such that
PX(x1) = 1− PX(x0) = θ, (3.18)
with θ ∈ [0, 1]. Often, the parameters M,L and θ are referred to as the generating parameters.
For all j ∈ {1, 2, . . . , L}, generate M codewords
u(1, j),u(2, j), . . . ,u(M, j) (3.19)
to form a codebook. For all i ∈ {1, 2, . . . ,M}, the codeword u(i, j) is the realization of a




PX (xt) . (3.20)
In the following, the probability mass function PX is referred to as the generating distribution.
To complete the generation of the (n,M,L, ε)-code, the decoding sets must be specified. For
all j ∈ {1, 2, . . . , L}, the Receiver uses the decoding sets
D(1, j),D(2, j), . . . ,D(M, j), (3.21)
and the decoding rule in (3.8).
For all j ∈ {1, 2, . . . , L}, upon the reception of the channel output y ∈ Yn, the Receiver















where η ∈ R is a parameter whose exact value is determined later. Note that the codewords
in (3.19) and the decoding sets in (3.22) form an (n,M,L, ε)-code.
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3. Covert Communications Type II
Part II: Covertness Analysis
The next proposition establishes sufficient conditions on the generating parameters to ensure
that the covertness constraint in (3.15) is satisfied.




bκncχ2(PY |X=x1 , PY |X=x0)
. (3.24)
The proof of Proposition 1 is presented in Appendix B.
Part III: Error Probability Analysis
Two cases are to be considered for the error probability analysis. Assume that the point-to-point
capacity achieving distribution P ∗X (without any constraint) is such that
P ∗X(x1) = 1− P ∗X(x0) = θ∗, (3.25)
with θ∗ ∈ [0, 1].
Case 1 : θ∗ 6
√
2δ
bκncχ2(PY |X=x1 ,PY |X=x0 )
In this case, the constraint on θ is not active and the capacity achieving distribution P ∗X can
be used to generate the codewords. That is, the capacity of the point-to-point link can be
achieved. The corresponding proof is therefore provided in [44, Theorem 45].
Case 2 : θ∗ >
√
2δ
bκncχ2(PY |X=x1 ,PY |X=x0 )
In this case, the existence of an (n,M,L, ε, δ, κ)-covert code is established in the next proposi-
tion.






















bκncχ2(PY |X=x1 , PY |X=x0)
. (3.27)
The proof of Proposition 2 is presented in Appendix C.
Together, Proposition 1, Proposition 2 and [44, Theorem 45] prove Theorem 17. That
is, there exists an (n,M,L, ε, δ, κ)-covert code that can simultaneously reliably and covertly
transmit information at the rate given in (3.16).
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3.3. Discussion
3.3. Discussion
Several points are interesting to notice. First, when κ tends to 0, the capacity of the poin-
to-point link (without any constraint) is achievable. Hence, transmission can occur at a
non-vanishing rate. This is the case when the warden does not observe enough channel outputs
to take a reliable decision regardless of the rate at which information is sent.
Second, when κ equals 1, the expression in (3.16) is comparable to that in Theorem 5, with
the difference that the latter is established for maximum decoding error probability. In case
maximum error probability is considered, the proof technique of the achievability presented
in [13] can be used to solve this case, even though this is not detailed here. In addition, the






is highlighted in [13], converses in finite-length for the covert communication problem are hard
to establish when considering average error probability. This difficulty could not be overcome
in this thesis and a converse bound is missing.
Finally, it is worth mentioning that the rate threshold observed in the finite block-length
regime due to the constraint on the input distribution parameter θ cannot be observed in the
asymptotic block-length regime. Indeed, in the latter case, the parameter θ must tend to 0
to satisfy the covertness constraint. That is, the covertness constraint on the parameter θ is
always active and covert communications can only occur with a vanishing transmission rate.
Regarding the AWGN case, it was shown in [12] that the covertness constraint translates
into a power constraint on the input. Hence, there are arguments to conjecture that a similar
threshold can be observed in the AWGN channel with input power constraint in the finite
block length regime. If κ is small enough, only the input power constraint will be active on
the input. Otherwise, the covertness constraint will induce a more stringent constraint on the
input. Nevertheless, this could not be formally established in this thesis.
3.4. Conclusion
In this chapter, an achievable second order bound was established for the problem of covert
communications type II. It can be observed that there exists a threshold in the input distribution
that determines the communication rate. That is, if the warden does not observe enough
channel outputs, covert communications can occur at channel capacity. Otherwise, the
transmission rate is expressed in terms of the fraction of channel outputs observed by the
warden. So far, a converse bound is still missing for this problem. It is conjectured that
a similar threshold can be observed in AWGN channels, but the formal treatment of these
channels is left open.
Finally, it worth emphasizing that the type of constraint considered in this chapter was not
studied before in any type of channels. It could be used for instance in multi-user channels
such as the broadcast channel. The latter is the topic of the next chapter.
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— 4 —
Embedding Covert
Information into a Given
Broadcast Code
Covert communications refer to scenarios in which legitimate parties aim atcommunicating while keeping an adversary unaware of the existence of thecommunication. In point-to-point channels, reliable covert communications
are subject to a fundamental limit that states that only O(
√
n) bits can be transmitted in n
channel uses [8, 9, 11, 12].
Two different covert communication problems have been studied within the context of
broadcast channels [30, 2, 3]. In [30], the sender tries to send two covert messages to two
receivers. In [2] and [3], the sender sends a common non-covert message to both receivers,
and tries to simultaneously send a covert message to one of the receivers. That is, the other
receiver cannot know whether or not a covert message is being sent.
The current work is related to [2] and [3]. The focus is on the problem of embedding a
covert message in a non-covert broadcast code. Some of the main differences between this
problem and the one in [2] and [3] are:
• In [2] and [3], the non-covert broadcast code and the covert code are designed together
by the transmitter. This potentially allows the transmitter to choose a non-covert code
on which it is easy to embed a covert code. Alternatively, the current work assumes
that the non-covert code is given and cannot be changed, making the achievability proof
more difficult.1
• In [2] and [3] there is a separate covertness criterion conditional on every non-covert
message. In this work, only one covertness criterion on the overall distribution is adopted.
This difference considerably complicates the proof of the converse. In fact, a general
proof of the converse using the Kullback-Leibler divergence as the covertness criterion
is still an open problem. Instead, in this work, the total variation distance is used by
1A technical condition is that the given non-covert code must have a positive error exponent; see (4.52).
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Receiver 1
<latexit sha1_base64="Cxko3RrAmrD6mUUq7bJSTA5HQCI="></latexit><latexit sha1_base64="Cxko3RrAmrD6mUUq7bJSTA5HQCI="></latexit><latexit sha1_base64="Cxko3RrAmrD6mUUq7bJSTA5HQCI="></latexit><latexit sha1_base64="Cxko3RrAmrD6mUUq7bJSTA5HQCI="></latexit>
Receiver 2
<latexit sha1_base64="1uyF0agf7eGr1jGwzxn+iepyK3I="></latexit><latexit sha1_base64="1uyF0agf7eGr1jGwzxn+iepyK3I="></latexit><latexit sha1_base64="1uyF0agf7eGr1jGwzxn+iepyK3I="></latexit><latexit sha1_base64="1uyF0agf7eGr1jGwzxn+iepyK3I="></latexit>
iCommon<latexit sha1_base64="mCFKUUa5E5UkxGdTELODijP/mDI="></latexit><latexit sha1_base64="mCFKUUa5E5UkxGdTELODijP/mDI="></latexit><latexit sha1_base64="mCFKUUa5E5UkxGdTELODijP/mDI="></latexit><latexit sha1_base64="mCFKUUa5E5UkxGdTELODijP/mDI="></latexit>
Source
<latexit sha1_base64="hNNlI55b5/gqyAYFO/WwNrDMNXY="></latexit><latexit sha1_base64="hNNlI55b5/gqyAYFO/WwNrDMNXY="></latexit><latexit sha1_base64="hNNlI55b5/gqyAYFO/WwNrDMNXY="></latexit><latexit sha1_base64="hNNlI55b5/gqyAYFO/WwNrDMNXY="></latexit>
Private
<latexit sha1_base64="iL+qOQDBNI55jOgFVxYJEYeVkAU="></latexit><latexit sha1_base64="iL+qOQDBNI55jOgFVxYJEYeVkAU="></latexit><latexit sha1_base64="iL+qOQDBNI55jOgFVxYJEYeVkAU="></latexit><latexit sha1_base64="iL+qOQDBNI55jOgFVxYJEYeVkAU="></latexit>
Source
<latexit sha1_base64="hNNlI55b5/gqyAYFO/WwNrDMNXY="></latexit><latexit sha1_base64="hNNlI55b5/gqyAYFO/WwNrDMNXY="></latexit><latexit sha1_base64="hNNlI55b5/gqyAYFO/WwNrDMNXY="></latexit><latexit sha1_base64="hNNlI55b5/gqyAYFO/WwNrDMNXY="></latexit>
j
<latexit sha1_base64="xlyDGof1s2vgB2Zy3ASLAKSm61A="></latexit><latexit sha1_base64="xlyDGof1s2vgB2Zy3ASLAKSm61A="></latexit><latexit sha1_base64="xlyDGof1s2vgB2Zy3ASLAKSm61A="></latexit><latexit sha1_base64="xlyDGof1s2vgB2Zy3ASLAKSm61A="></latexit>
Figure 4.1.: Degraded broadcast channel with covert messages at channel use t ∈ {1, 2, . . . , n},
where d1 : Yn1 → W × Ŵ denotes the decoding function at Receiver 1 and
d2 : Yn2 →W denotes the decoding function at Receiver 2.
adapting some techniques from [13]. Interestingly, the proof of the converse is shown to
be tight for a class of channels satisfying certain symmetry properties.
In a nutshell, it is shown that in this scenario, it is possible to covertly transmit O(
√
n)
bits in n channel uses by modifying an existing broadcast code. Moreover, the proposed
transmission rate is shown to be asymptotically optimal for a class of discrete memoryless
broadcast channels (DM-BCs).
The remaining of this chapter is organized as follows. Section 4.1 presents the system
model. Section 4.2 exposes examples in which covert communications can not be achieved.
Section 4.3 presents an achievability scheme. Section 4.4 presents an impossibility (converse)
result. Section 4.5 presents the main result of this work. Finally, Section 4.6 provides some
examples and Section 4.7 concludes this work.
4.1. System Model
Consider a three-party communication system in which a transmitter simultaneously sends
information to two receivers through a noisy communication medium, often referred to as a
channel. In this work, such a channel is described by a product random transformation
(X n,Yn1 × Yn2 , PY 1Y 2|X), (4.1a)
where n ∈ N is the duration of the communication in channel uses (block-length) and the
alphabets X , Y1 and Y2 are finite. Given a channel input x = (x1, x2, . . . , xn), the channel






That is, the channel is degraded and memoryless.
Given the random transformation in (4.1a), the Transmitter uses a broadcast code (Encoder
2 in Figure 4.1) to transmit a message intended to both receivers at a fixed rate. Often, this
message index is referred to as the common message. Section 4.1.1 formally defines these
codes.
Each codeword of a broadcast code can be altered to generate a set of new codewords. Hence,
by redefining the decoding sets at one receiver (Receiver 1 in Figure 4.1), it is possible to build
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4.1. System Model
a new code (Encoder 1 in Figure 4.1) to transmit two messages: (a) the common message at
the same rate as the original broadcast code, possibly at the expense of a higher probability
of error; and (b) a message exclusively intended to Receiver 1. Often, this message index is
referred to as the private message and the new code is referred to as an induced code. These
codes are formally defined in Section 4.1.2.
An induced code might satisfy some additional constraints on the transmission of the private
message, e.g., a covertness constraint, a physical layer security constraint, a simultaneous
information and energy transmission constraint, etc. This work focuses on a covertness
constraint which consists in rendering the non-intended receiver of the private message
(Receiver 2) unable to determine whether or not a private message is being transmitted. That
is, Receiver 2 is unable to determine whether the codeword being transmitted belongs to either
the broadcast code or the induced code. An induced code that satisfies a covertness constraint
is referred to as a covert code and is formally defined in Section 4.1.3.
The objective of this work is to determine the maximum amount of information that can be
covertly transmitted given a broadcast code.
4.1.1. Broadcast Codes
The common message index to be sent from the Transmitter to both receivers is a realization
of a random variable W that is uniformly distributed in the set
W , {1, 2, . . . ,M}, (4.2)
with M ∈ N. To send a common message index within n channel uses, the Transmitter uses
an (n,M, ε)-broadcast code.
Definition 27 ((n,M, ε)-broadcast code). Given M ∈ N, ε ∈ [0, 1] and a block-length n ∈ N,












that satisfies for all (i, j, k) ∈ W2 × {1, 2}, with i 6= j:
u(i) , (u1(i), u2(i), . . . , un(i)) ∈ X n, (4.4a)
Dk(i) ∩ Dk(j) = ∅, (4.4b)
M⋃
l=1







Y k ∈ Dck(i)
∣∣∣X = u(i)] 6 ε. (4.4d)
The probability operator in (4.4d) applies with respect to the marginal PY k|X of the joint
probability mass function in (4.1b); and Dck(i) in (4.4d) represents the complement of Dk(i)
with respect to Ynk .
Given a broadcast code represented by the system in (4.3), the Transmitter uses the
codeword u(i) to transmit the message index i ∈ W. At channel use t, with t ∈ {1, 2, . . . , n},
the Transmitter inputs the symbol ut(i) to the channel. After n channel uses, Receiver k, with
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4. Embedding Covert Information into a Given Broadcast Code
k ∈ {1, 2}, observes the output yk = (yk,1, yk,2, . . . , yk,n) and determines that the message
index i was transmitted if it satisfies the decoding rule:
yk ∈ Dk(i). (4.5)
The average decoding error probability associated to the given broadcast code at Receiver k,
denoted by λk is given in the left hand-side of (4.4d).
4.1.2. Induced Codes
Let the private message index be represented by a random variable Ŵ , independent of W and
uniformly distributed over
Ŵ , {1, 2, . . . , M̂}, (4.6)
with M̂ ∈ N. Assume that a broadcast code denoted by C is given and is represented by the
system in (4.3). The transmitter uses an (n, C, M̂)-induced code to transmit both the common
and private message indices.
Definition 28 ((n, C, M̂ , ε̂)-induced code). Given M̂ ∈ N, ε̂ ∈ [0, 1], and an (n,M, ε)-broadcast
code C described by (4.3), an (n, C, M̂ , ε̂)-induced code is a system{





that satisfies for all (i, k, j, l) ∈ W2 × Ŵ2, with (i, j) 6= (k, l):
v(i, j) , (v1(i, j), v2(i, j), . . . , vn(i, j)) ∈ X n, (4.8a)



















Pr [Y 2 ∈ Dc2(i)|X = v(i, j)] 6 ε̂. (4.8e)
The probability operators in (4.8d) and (4.8e) apply with respect to the conditional marginals
PY 1|X and PY 2|X of the joint probability mass function in (4.1b), respectively. The sets
Dc1(i, j) and Dc2(i) represent the complement of D1(i, j) and D2(i) with respect to Yn1 and Yn2 ,
respectively.
Given an (n, C, M̂ , ε̂)-induced code denoted by Ĉ and described by (4.7), the Transmitter
uses the codeword v(i, j) to transmit the common message index i ∈ W and the private
message index j ∈ Ŵ. At channel use t, with t ∈ {1, 2, . . . , n}, the Transmitter inputs the
symbol vt(i, j) to the channel. At the end of n channel uses, Receiver k observes the output
yk = (yk,1, yk,2, . . . , yk,n), with k ∈ {1, 2}. Receiver 1 declares that the pair (i, j) ∈ W × Ŵ
was transmitted if (i, j) satisfies the decoding rule:
y1 ∈ D1(i, j). (4.9)
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Receiver 2 determines that the message index i was transmitted if it satisfies (4.5), with k = 2,
i.e., Receiver 2 uses the same rule as in the broadcast code C.
The average decoding error probability associated to the induced code Ĉ at Receiver k is
denoted by λ̂k. The left hand-sides of (4.8d) and (4.8e) respectively define λ̂1 and λ̂2.
Remark 1. In order to guarantee that for all yk ∈ Ynk , with k ∈ {1, 2}, there always exists a
message index i ∈ W that satisfies the decoding rule (4.5), the inclusion in (4.4c) is assumed
with equality. Note that in the case in which the set Ynk \ (Dk(1) ∪ Dk(2) ∪ . . . ∪ Dk(M)) is
not empty, the channel output vectors therein always induce a decoding error at receiver k.
Therefore, given any j ∈ W, replacing the set Dk(j) by D′k(j) = Dk(j)∪ (Ynk \ (Dk(1)∪Dk(2)∪
. . . ∪ Dk(M)) does not increase the average decoding error probability. Thus, there is no loss
of generality in studying a system in which (4.4c) holds with equality. Without any loss of
generality, the inclusion in (4.8c) is assumed with equality for analogous reasons.
4.1.3. Covert Codes
Consider an (n,M, ε)-broadcast code described by (4.3) and denoted by C. Consider also an
(n, C, M̂ , ε̂)-induced code denoted by Ĉ and described by (4.7). For all k ∈ {1, 2}, let QY k and
RY k be respectively the probability mass functions of the channel output vector Y k when the














PY k|X(y|v(i, j)), (4.11)
where PY k|X is the marginal obtained from (4.1b). Consider a hypothesis test in which
Receiver 2 aims to determine whether the broadcast code C (hypothesis H0) or the covert
code Ĉ (hypothesis H1) is used upon the observation of the channel output Y 2:®
H0 : Y 2 ∼ QY 2
H1 : Y 2 ∼ RY 2 ,
(4.12)
where QY 2 and RY 2 are respectively given in (4.10) and (4.11).
Denote by α ∈ [0, 1] and β ∈ [0, 1] the type-I and type-II error probabilities associated with
a decision rule T : Yn2 → {0, 1} of the form
T (y),
®
0 if H0 is accepted,
1 if H1 is accepted.
(4.13)
That is,
α,Pr [T (Y 2) = 1] , and (4.14)
β,Pr [T (Y 2) = 0] , (4.15)
where the probability operator in (4.14) applies assuming that Y 2 ∼ QY 2 and the probability
operator in (4.15) applies assuming that Y 2 ∼ RY 2 .
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From [37, Theorem 13.1.1], it holds that
α+ β > 1− ‖QY 2 −RY 2‖TV , (4.16)
with equality for the optimal test, and where α and β are respectively defined in (4.14) and
(4.15), for all decision rules T : Yn2 → {0, 1} of the form (4.13).
Note that from (4.16), it follows that the smaller the parameter δ, the higher the probability
of failing to determine whether the broadcast code or the covert code is used. Thus, a covert
code is defined hereunder as follows.
Definition 29 ((n, C, M̂ , ε̂, δ)-covert code). Given δ ∈ [0, 1] and an (n,M, ε)-broadcast code C
described by (4.3), an (n, C, M̂ , ε̂)-induced code described by (4.7) is said to be an (n, C, M̂ , ε̂, δ)-
covert code if
‖QY 2 −RY 2‖TV 6 δ, (4.17)
where QY 2 and RY 2 are respectively defined in (4.10) and (4.11).
In the remainder of this work, it is assumed that the induced codes satisfy RY 2  QY 2 .
Otherwise, a covert transmission of private messages is impossible for some values of δ ∈ [0, 1].
Finally, the analysis is restricted to induced-codes that satisfy RY 2 6= QY 2 . This guarantees
that there exists no induced-code that can perfectly mimic the channel output probability
mass function QY 2 induced by the broadcast code at Receiver 2. Otherwise, the problem is
trivial and covert communications are always achievable.
The information rate at which information can be covertly transmitted to Receiver 1 using
an (n, C, M̂ , ε̂, δ)-covert code is log2(M̂)n bits per channel use. Thus, given the broadcast code C,
a fundamental limit on the rate at which information can be covertly transmitted is given by
the largest possible M̂ for which an (n, C, M̂ , ε̂, δ)-covert code exists. This notion is formalized
by the following definition.
Definition 30 (Largest covert code’s size). Fix a pair (ε̂, δ) ∈ [0, 1]2 and consider an (n,M, ε)-
broadcast code C. The largest covert code’s size induced by C, denoted by M̂∗(n, C, ε̂, δ), is:
M̂∗(n, C, ε̂, δ)=max
¶
M̂∈N : ∃ (n, C, M̂ , ε̂, δ)-covert code
©
.
4.2. Examples of Impossible Covert Communications
This section provides two examples in which covert communications can not be achieved for
arbitrary values of δ ∈ [0, 1]. Later, a more general impossibility result is presented.
The next lemma establishes a lower-bound on the total variation ‖QY 2 −RY 2‖TV which
shows that covert communications are not achievable for arbitrary values of δ when RY 2 6
QY 2 .
Lemma 3. Consider the random transformation in (4.1), an (n,M, ε)-broadcast code C and
an (n, C, M̂ , ε̂)-induced code respectively described in (4.3) and (4.7) such that QY 2 6 RY 2.
Then,
‖QY 2 −RY 2‖TV >
1
2 (1− Pr [Y 2 ∈ suppQY 2 ]) , (4.18)
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4.2. Examples of Impossible Covert Communications
where the probability is calculated under the assumption that Y 2 ∼ RY 2, and where QY 2 and
RY 2 are respectively defined in (4.10) and (4.11).
Proof: The proof of Lemma 3 is provided in Appendix E
Tx
<latexit sha1_base64="VV9g9J1QB/xlqYMjqrsAKD3L2l4="></latexit><latexit sha1_base64="VV9g9J1QB/xlqYMjqrsAKD3L2l4="></latexit><latexit sha1_base64="VV9g9J1QB/xlqYMjqrsAKD3L2l4="></latexit><latexit sha1_base64="VV9g9J1QB/xlqYMjqrsAKD3L2l4="></latexit>
Rx 2
<latexit sha1_base64="SFmN+wyYQiCYCwJc7opZ2nlPKdA="></latexit><latexit sha1_base64="SFmN+wyYQiCYCwJc7opZ2nlPKdA="></latexit><latexit sha1_base64="SFmN+wyYQiCYCwJc7opZ2nlPKdA="></latexit><latexit sha1_base64="SFmN+wyYQiCYCwJc7opZ2nlPKdA="></latexit>
Rx 1
<latexit sha1_base64="g8uNQJfxYu+cWeHAFAxT21AAEfQ="></latexit><latexit sha1_base64="g8uNQJfxYu+cWeHAFAxT21AAEfQ="></latexit><latexit sha1_base64="g8uNQJfxYu+cWeHAFAxT21AAEfQ="></latexit><latexit sha1_base64="g8uNQJfxYu+cWeHAFAxT21AAEfQ="></latexit>
Xt
<latexit sha1_base64="5S9+RBRQDjzAa9SbpNGXdp3LESA="></latexit><latexit sha1_base64="5S9+RBRQDjzAa9SbpNGXdp3LESA="></latexit><latexit sha1_base64="5S9+RBRQDjzAa9SbpNGXdp3LESA="></latexit><latexit sha1_base64="5S9+RBRQDjzAa9SbpNGXdp3LESA="></latexit>
Y1,t
<latexit sha1_base64="25A/vqAuD8yvPjiyyiC1kuH8cLM="></latexit><latexit sha1_base64="25A/vqAuD8yvPjiyyiC1kuH8cLM="></latexit><latexit sha1_base64="25A/vqAuD8yvPjiyyiC1kuH8cLM="></latexit><latexit sha1_base64="25A/vqAuD8yvPjiyyiC1kuH8cLM="></latexit>
Y2,t
<latexit sha1_base64="Z3gvzf4OO0o0NA4O0e+HPOW+2aU="></latexit><latexit sha1_base64="Z3gvzf4OO0o0NA4O0e+HPOW+2aU="></latexit><latexit sha1_base64="Z3gvzf4OO0o0NA4O0e+HPOW+2aU="></latexit><latexit sha1_base64="Z3gvzf4OO0o0NA4O0e+HPOW+2aU="></latexit>
0
<latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit>
1<latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit>1<latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit>
0
<latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit>
⇠
<latexit sha1_base64="yu7ubH4JZTa6q40YtynpdzoFg2c="></latexit><latexit sha1_base64="yu7ubH4JZTa6q40YtynpdzoFg2c="></latexit><latexit sha1_base64="yu7ubH4JZTa6q40YtynpdzoFg2c="></latexit><latexit sha1_base64="yu7ubH4JZTa6q40YtynpdzoFg2c="></latexit>
⇠
<latexit sha1_base64="yu7ubH4JZTa6q40YtynpdzoFg2c="></latexit><latexit sha1_base64="yu7ubH4JZTa6q40YtynpdzoFg2c="></latexit><latexit sha1_base64="yu7ubH4JZTa6q40YtynpdzoFg2c="></latexit><latexit sha1_base64="yu7ubH4JZTa6q40YtynpdzoFg2c="></latexit>
0
<latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit>
1<latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit>1<latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit>
0
<latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit>
⇠
<latexit sha1_base64="yu7ubH4JZTa6q40YtynpdzoFg2c="></latexit><latexit sha1_base64="yu7ubH4JZTa6q40YtynpdzoFg2c="></latexit><latexit sha1_base64="yu7ubH4JZTa6q40YtynpdzoFg2c="></latexit><latexit sha1_base64="yu7ubH4JZTa6q40YtynpdzoFg2c="></latexit>
1   p1
<latexit sha1_base64="Qgl0pj56BwUS6PD4oVCoZX7w4gw="></latexit><latexit sha1_base64="DdwtrMk2ktwBSibPYPjLOShSL0w="></latexit><latexit sha1_base64="DdwtrMk2ktwBSibPYPjLOShSL0w="></latexit><latexit sha1_base64="OVVed3Ostgnok/yxfJISqGCkaXw="></latexit>
1   p2
<latexit sha1_base64="5/FhYmYphnUqpZ/UgPeh939Esi0="></latexit><latexit sha1_base64="kJ/6RITRmbBDrX9cx8zHMz+Ah04="></latexit><latexit sha1_base64="kJ/6RITRmbBDrX9cx8zHMz+Ah04="></latexit><latexit sha1_base64="dp2DeqEZqvGJC5w+dgHpN/q1xCI="></latexit>
1   p1
<latexit sha1_base64="Qgl0pj56BwUS6PD4oVCoZX7w4gw="></latexit><latexit sha1_base64="DdwtrMk2ktwBSibPYPjLOShSL0w="></latexit><latexit sha1_base64="DdwtrMk2ktwBSibPYPjLOShSL0w="></latexit><latexit sha1_base64="OVVed3Ostgnok/yxfJISqGCkaXw="></latexit>
1   p2
<latexit sha1_base64="5/FhYmYphnUqpZ/UgPeh939Esi0="></latexit><latexit sha1_base64="kJ/6RITRmbBDrX9cx8zHMz+Ah04="></latexit><latexit sha1_base64="kJ/6RITRmbBDrX9cx8zHMz+Ah04="></latexit><latexit sha1_base64="dp2DeqEZqvGJC5w+dgHpN/q1xCI="></latexit>
Figure 4.2.: Degraded erasure broadcast channel at channel use t ∈ {1, 2, . . . , n}.
Example 1. Assume that the random transformation in (4.1) is such that X = {0, 1};
Y1 = Y2 = {0, ξ, 1}; and for all x ∈ X , the conditional probability mass functions PY1|X and
PY2|Y1 respectively satisfy:
PY1|X(x|x) = 1− PY1|X(ξ|x) = 1− p1, (4.19a)
PY1|X(x|1− x) = 0, (4.19b)
and
PY2|Y1(x|x) = 1− PY2|Y1(ξ|x) = 1− p2, (4.20a)
PY2|Y1(x|1− x) = 0, (4.20b)
PY2|Y1(ξ|ξ) = 1, (4.20c)
with (p1, p2) ∈ [0, 12 ]
2.
Figure 4.2 depicts the channel in Example 1. Note that the probability mass function PY2|X
verifies that for all x ∈ X :
PY2|X(x|x) = 1− PY1|X(ξ|x)= 1− p1 − p2 + p1p2
= 1− p, (4.21)
with
p = p1 + p2 − p1p2. (4.22)
Given an (n,M, ε)-broadcast code C described by (4.3) and an (n, C, M̂ , ε̂)-induced code
described by (4.7), let Tij and T̄ij be respectively defined for all (i, j) ∈ W × Ŵ by
Tij= {t ∈ {1, 2, . . . , n} : ut(i) 6= vt(i, j)} , and (4.23)
T̄ij= {t ∈ {1, 2, . . . , n} : ut(i) = vt(i, j)} . (4.24)
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4. Embedding Covert Information into a Given Broadcast Code
Note that the cardinalities of the sets Tij and T̄ij respectively satisfy
|Tij |= ω(i, j), and (4.25)∣∣∣T̄ij∣∣∣= n− ω(i, j). (4.26)
Within this context, the term Pr [Y 2 ∈ suppQY 2 ] in (4.18) can be upper bounded as follows:







RY 2(y)1{y∈suppQY 2}1{y∈suppRY 2}









































Note that for all y ∈ suppQY 2 ∩ suppRY 2 and for all t ∈ {1, 2, . . . , n} for which ut(i) 6= vt(i, j)
for some (i, j) ∈ W ×Ŵ , it holds that yt = ξ, which implies that PY2|X(yt|vt(i, j)) = p. Hence,
it holds from (4.27) that















6 pωmin , (4.28)




Finally, it follows from Lemma 3 that the total variation ‖QY 2 −RY 2‖TV verifies




The above lower bound shows that the constraint in (4.17) can not be satisfied for values of
δ 6 12 (1− p
ωmin).
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Tx
<latexit sha1_base64="VV9g9J1QB/xlqYMjqrsAKD3L2l4="></latexit><latexit sha1_base64="VV9g9J1QB/xlqYMjqrsAKD3L2l4="></latexit><latexit sha1_base64="VV9g9J1QB/xlqYMjqrsAKD3L2l4="></latexit><latexit sha1_base64="VV9g9J1QB/xlqYMjqrsAKD3L2l4="></latexit>
Rx 2
<latexit sha1_base64="SFmN+wyYQiCYCwJc7opZ2nlPKdA="></latexit><latexit sha1_base64="SFmN+wyYQiCYCwJc7opZ2nlPKdA="></latexit><latexit sha1_base64="SFmN+wyYQiCYCwJc7opZ2nlPKdA="></latexit><latexit sha1_base64="SFmN+wyYQiCYCwJc7opZ2nlPKdA="></latexit>
Rx 1
<latexit sha1_base64="g8uNQJfxYu+cWeHAFAxT21AAEfQ="></latexit><latexit sha1_base64="g8uNQJfxYu+cWeHAFAxT21AAEfQ="></latexit><latexit sha1_base64="g8uNQJfxYu+cWeHAFAxT21AAEfQ="></latexit><latexit sha1_base64="g8uNQJfxYu+cWeHAFAxT21AAEfQ="></latexit>
Xt
<latexit sha1_base64="5S9+RBRQDjzAa9SbpNGXdp3LESA="></latexit><latexit sha1_base64="5S9+RBRQDjzAa9SbpNGXdp3LESA="></latexit><latexit sha1_base64="5S9+RBRQDjzAa9SbpNGXdp3LESA="></latexit><latexit sha1_base64="5S9+RBRQDjzAa9SbpNGXdp3LESA="></latexit>
Y1,t
<latexit sha1_base64="25A/vqAuD8yvPjiyyiC1kuH8cLM="></latexit><latexit sha1_base64="25A/vqAuD8yvPjiyyiC1kuH8cLM="></latexit><latexit sha1_base64="25A/vqAuD8yvPjiyyiC1kuH8cLM="></latexit><latexit sha1_base64="25A/vqAuD8yvPjiyyiC1kuH8cLM="></latexit>
Y2,t
<latexit sha1_base64="Z3gvzf4OO0o0NA4O0e+HPOW+2aU="></latexit><latexit sha1_base64="Z3gvzf4OO0o0NA4O0e+HPOW+2aU="></latexit><latexit sha1_base64="Z3gvzf4OO0o0NA4O0e+HPOW+2aU="></latexit><latexit sha1_base64="Z3gvzf4OO0o0NA4O0e+HPOW+2aU="></latexit>
2<latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit>
0
<latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit>
1<latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit>1<latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit>
0
<latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit>
2<latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit>
0
<latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit>
1<latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit>
2<latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit>
0
<latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit>
1<latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit>
2<latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit>
1   p
<latexit sha1_base64="m/D0N8Ty6H2i/jgwRUQl99QAO5Y="></latexit><latexit sha1_base64="XXNleRDztTwqvPdcpCaxH5LL7U8="></latexit><latexit sha1_base64="XXNleRDztTwqvPdcpCaxH5LL7U8="></latexit><latexit sha1_base64="fsV4zm10t03e6sslQkcLpG+2glY="></latexit>
1   p
<latexit sha1_base64="m/D0N8Ty6H2i/jgwRUQl99QAO5Y="></latexit><latexit sha1_base64="XXNleRDztTwqvPdcpCaxH5LL7U8="></latexit><latexit sha1_base64="XXNleRDztTwqvPdcpCaxH5LL7U8="></latexit><latexit sha1_base64="fsV4zm10t03e6sslQkcLpG+2glY="></latexit>
1   p
<latexit sha1_base64="m/D0N8Ty6H2i/jgwRUQl99QAO5Y="></latexit><latexit sha1_base64="XXNleRDztTwqvPdcpCaxH5LL7U8="></latexit><latexit sha1_base64="XXNleRDztTwqvPdcpCaxH5LL7U8="></latexit><latexit sha1_base64="fsV4zm10t03e6sslQkcLpG+2glY="></latexit>
Figure 4.3.: Degraded typewriter broadcast channel at channel use t ∈ {1, 2, . . . , n}.
Example 2. Consider the random transformation in (4.1) such that X = Y1 = Y2 = {0, 1, 2},





′′) = 0, (4.32a)
PY2|Y1(x|x) = 1− PY2|Y1(x
′|x) = 1− p, (4.32b)
with x′ = x+ 1 mod |X |, x′′ = x+ 2 mod |X |, and p ∈ [0, 12 ].
Figure 4.3 depicts the channel in Example 3. Given that PY1|X(x|x) = 1 for all x ∈ X , it
follows that PY2|X=x = PY2|Y1=x.
Note that given an arbitrary (n,M, ε)-broadcast code C of the form in (4.3) and any
(n, C, M̂ , ε̂)-induced code, the inequality in (4.28) holds, which implies
Pr [Y 2 ∈ suppQY 2 ] 6 pωmin . (4.33)
The above lower bound shows that the constraint in (4.17) can not be satisfied for values of
δ 6 12 (1− p
ωmin).
4.3. Achievability of Covert Communications
In this section, a lower bound on the largest code’s size (Definition 30) given an (n,M, ε)-
broadcast code, denoted by C, is established using techniques from [11] and [12]. The
construction of this result is presented in three parts using a covert code (Definition 29). In
the first part, a probability mass function to randomly generate an (n, C, M̂ , ε̂)-induced code
is chosen. Often, this probability mass function is referred to as the generating distribution.
This distribution is expressed in terms of some parameters, which are referred to as the
generating parameters. In the second part, the generating parameters are chosen in order to
satisfy the covertness constraint in (4.17) for a fixed δ, which allows the construction of an
(n, C, M̂ , ε̂, δ)-covert code. In the third part, the average of the decoding error probabilities
(denoted by Λ̂k, with k ∈ {1, 2}) of the covert code are upper-bounded. These upper-bounds
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4. Embedding Covert Information into a Given Broadcast Code
are expressed in terms of the generating parameters, which proves that the (n, C, M̂ , ε̂)-random
code satisfies Λ̂k < ε̂ for all k ∈ {1, 2}.
Part I: Generation of the Random Code
Consider an (n,M, ε)-broadcast code C for the random transformation in (4.1) described by
the system in (4.3). Consider also the parameters M̂ ∈ N; K ∈ [0,
√
n]; and a conditional
probability mass function P̃X̂|X such that, for all x ∈ X ,
supp P̃X̂|X=x ⊆ X \ {x}. (4.34)
Using the parameters K and P̃X̂|X , let PX̂|X be a conditional probability mass function such
that for all (x, x̂) ∈ X 2,






Often, the parameters M̂,K and P̃X̂|X are referred to as the generating parameters.
For all i ∈ {1, 2, . . . ,M}, generate M̂ codewords
v(i, 1),v(i, 2), . . . ,v(i, M̂) (4.37)
to form the codebook of an induced code. For all j ∈ {1, 2, . . . , M̂}, the codeword v(i, j) is
the realization of a random variable following the probability mass function PX̂|X=u(i) such




PX̂|X (x̂t|ut(i)) , (4.38)
where u(1), u(2), . . ., u(M) are the codewords of the given broadcast code C. In the following,
the probability mass function PX̂|X is referred to as the generating distribution.
To complete the generation of the (n, C, M̂ , ε̂)-induced code, the decoding sets must be specified.
Receiver 2 uses the decoding sets
D2(1),D2(2), . . . ,D2(M) (4.39)
of the given broadcast code C, and the decoding rule in (4.5), with k = 2.
For all (x, x̂,y) ∈ X 2n × Ynk and for all k ∈ {1, 2}, let ık(x̂; y|x), be defined by









Upon the reception of the channel output y ∈ Yn1 , Receiver 1 declares that the index pair
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4.3. Achievability of Covert Communications
(i, j) ∈ W × Ŵ was transmitted according to the decoding rule in (4.9), with
D1(i, j)=
{










where η ∈ R is a parameter whose exact value is determined later. Note that the codewords in
(4.37), the decoding sets in (4.39) and the decoding sets in (4.41) form an (n, C, M̂ , ε̂)-induced
code.
Part II: Covertness Analysis
This part focuses on determining the conditions on the generating parameters to ensure that
the (n, C, M̂ , L, ε̂)-random code generated is an (n, C, M̂ , L, ε̂, δ)-covert code.




















Denote also by Λ̂k, with k ∈ {1, 2}, the average of the decoding error probability at
Receiver k over all possible codebooks. Using this notation, the following lemma establishes
an upper-bound on the total variation ‖QWY 2 − SWY 2‖TV.
Lemma 4. Given an (n,M, ε)-broadcast code C described by (4.3), it holds that
‖QWY 2 − SWY 2‖TV 6 ‖QY 2 − SY 2‖TV + ε+ Λ̂2, (4.46)
where the probability mass functions QY 2 , QWY 2 and SWY 2 are defined in (4.10), (4.42) and
(4.43), respectively, and SY 2(y) =
∑M
i=1 SWY 2(i,y), for all y ∈ Yn2 .
Proof: The proof of Lemma 4 is presented in Appendix F.
The following proposition describes the conditions on the generating parameters to ensure
that the (n, C, M̂ , ε̂)-induced code generated is an (n, C, M̂ , ε̂, δ)-covert code.












where c is a positive constant and cn = 2−b
√







n) with a and b positive
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4. Embedding Covert Information into a Given Broadcast Code
Proof: The proof of Proposition 3 is presented in Appendix G and follows along the lines
of the proof of [13, Lemma 8].
Part III: Decoding Error Probability Analysis






















Proposition 4. Consider an (n,M, ε)-broadcast code C for the random transformation in





















Proof: The proof of Proposition 4 is presented in Appendix J.
In the asymptotic block-length regime, Proposition 4 leads to the following theorem.
Theorem 18. Consider a sequence C1, C2, C3, . . ., of (n,Mn, εn)-broadcast codes for the
random transformation in (4.1), with n ∈ {1, 2, . . .} and
εn 6 exp(−ζn), (4.52)
for some fixed positive real ζ. Then, there always exists a sequence of (n, Cn, M̂n, ε̂n, δ)-covert



















Proof: Consider an infinite sequence of positive reals K1 < K2 < K3, . . . and an infinite
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where the maximization is performed over all possible conditional probability mass func-
tions P̃X̂|X , then it follows from Proposition 4, that for a fixed n, there always exists an







> (1− ξ)KnD̄1(P̃X̂|X). (4.57)


















The proof is completed by optimizing the right-hand side of (4.58) over all possible conditional
probability mass functions P̃X̂|X .
4.4. Impossibility of Covert Communications
Given an (n,M, ε)-broadcast code C, this section introduces an upper bound on the ratio




, in the asymptotic block-length regime. The following section introduces
some preliminary results in the finite block-length regime that are crucial for proving the main
result of this section.
4.4.1. Auxiliary Results
One of the central parameters to characterize an (n, C, M̂ , ε̂)-induced code Ĉ described by (4.7)
is the number of times a component of a codeword u(i) from C differs from that of the induced
codeword v(i, j) from Ĉ, with (i, j) ∈ W × Ŵ. This quantity is referred to as the weight of
the codeword v(i, j). Another parameter is number of times the symbol x ∈ X appears in the
codewords from C and does not appear in the corresponding components of the codewords
from Ĉ. This quantity is referred to as the weight of the symbol x.
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4. Embedding Covert Information into a Given Broadcast Code
Definition 31 (Weights). Given an (n,M, ε)-broadcast code C represented by the system
in (4.3), consider an (n, C, M̂ , ε̂)-induced code Ĉ represented by the system in (4.7). For all















The codes C and Ĉ induce several empirical probability mass functions that are relevant for
the analysis of covert codes. These functions are defined hereunder.
Definition 32 (Empirical Probability Distributions). Given an (n,M, ε)-broadcast code C
represented by the system in (4.3), consider an (n, C, M̂ , ε̂)-induced code Ĉ represented by the
system in (4.7). For all (x, x̂) ∈ X 2,
• the empirical channel input probability mass function induced by the broadcast code C,







• the empirical joint probability mass function induced by the two codes C and Ĉ on X 2,








N(x, x̂|u(i),v(i, j)); (4.62)
• the empirical probability with which a symbol x in a codeword from C is changed into a



















supp P̂X̂|X=x ⊆ X \ {x}; (4.64)
• the empirical probability with which a symbol x in a codeword from C is changed to any
other symbol to generate a codeword in Ĉ, denoted by θ(x), is
θ(x) , 1− P̄X̂|X(x|x), (4.65)
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4.4. Impossibility of Covert Communications
where P̄X̂|X(x|x) is such that
P̄X̂X(x, x) = P̄X(x)P̄X̂|X(x|x). (4.66)
The next lemma establishes relations between the empirical probability mass functions
above and the weights.
Lemma 5. Given an (n,M, ε)-broadcast code C represented by the system in (4.3), consider




(1− θ(x))1{x=x̂} + θ(x)P̂X̂|X(x̂|x)
)
, (4.67)














Proof: The proof of Lemma 5 is presented in Appendix K.






















Note that the marginal probability mass functions QY 2 and RY 2 are respectively in (4.10)
and (4.11).
Using this notation, the following lemma highlights that replacing the constraint
‖QY 2 −RY 2‖TV < δ in (4.17) by the constraint ‖QWY 2 −RWY 2‖TV < δ is equivalent up to
an additive constant.
Lemma 6. Given an (n,M, ε)-broadcast code C described by (4.3), any (n, C, M̂ , L, ε̂)-random
code described by (4.7) satisfies
‖QWY 2 −RWY 2‖TV 6 ‖QY 2 −RY 2‖TV + ε+ ε̂, (4.74)
where the probability mass functions QY 2 , RY 2 , QWY 2 and RWY 2 are defined in (4.10), (4.11),
(4.70) and (4.71), respectively.
Proof: The proof of Lemma 6 is presented in Appendix L.
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4. Embedding Covert Information into a Given Broadcast Code
4.4.2. Finite Block-length Results





Using Fano’s inequility [38], the following proposition presents for all (n, C, M̂ , ε̂, δ)-covert code




in terms of the empirical probability mass functions induced
by both the original code C and the covert code Ĉ.
Proposition 5. Consider an (n,M, ε)-broadcast code C, described by the system in (4.3), for



























Proof: The proof of Proposition 5 is presented in Appendix M and follows from Fano’s
inequality [38].
A central observation for proving the main result of this section is that given a covert
code, a covert sub-code can be obtained by choosing the codewords whose weight (Definition
31) is bounded. More importantly, for a special class of channels, the cardinality of the set
of upper-bounded-weight codewords can be lower-bounded. This result is presented by the
following proposition, which is reminiscent of [13, Lemma 12].
Proposition 6. Let η > 0 be arbitrarily small and assume that for all pairs (x, x′) ∈ X 2 such











where (d, `) ∈ R2+. Consider an (n,M, ε)-broadcast code C, described by the system in (4.3),
for this random transformation. Then, every (n, C, M̂ , ε̂, δ)-covert code described by the system
in (4.7) can be formed by two sub-codes. One sub-code whose codewords are in the set
W̃=
®





Å1− δ − η
2
ã
, 1 6 i 6M, and 1 6 j 6 M̂
´
, (4.79)
and another sub-code whose codewords are in the set
W̃c=
®





Å1− δ − η
2
ã
, 1 6 i 6M, and 1 6 j 6 M̂
´
. (4.80)
Moreover, ∣∣∣W̃∣∣∣ > MM̂ Çη2 − c√n − ε− ε̂å , (4.81)
where c is a constant.
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Proof: The proof of Proposition 6 is presented in Appendix N.
Note that the binary symmetric channel satisfies (4.77) and (4.78). Another example is
presented in Section 4.6.
4.4.3. Asymptotic Result
The following theorem introduces the main result of this section.
Theorem 19. Consider a sequence C1, C2, C3, . . ., of (n,Mn, εn)-broadcast codes for the
random transformation in (4.1), with limn→∞ εn = 0. Assume that the random transformation
in (4.1) satisfies (4.77) and (4.78). Then, for any sequence Ĉ1, Ĉ2, Ĉ3, . . . of (n, Cn, M̂n, ε̂n, δ)-

















with η > 0 arbitrarily small.
Proof: For all n ∈ N, it follows from Proposition 6 that the covert sub-code of the covert
code Ĉn with codewords in the set
W̃n=
®





Å1− δ − η
2
ã
, 16 i 6Mn, and 1 6 j 6 M̂n
´
, (4.83)
satisfies ∣∣∣W̃n∣∣∣ > MnM̂nÇη2 − c√n − εn − ε̂nå . (4.84)
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å
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Å1− δ − η
2
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− εn − ε̂n
å
, (4.86)
where c is a constant that depends only on the parameters of the random transformation in





















The proof is completed by dividing both hand-sides of (4.86) by
√
n and taking the limit.
4.5. Main Result








Recalling that ξ and η in (4.82) can be chosen arbitrarily small, it follows that, for such
channels, the asymptotic bounds in Theorem 18 and Theorem 19 are tight, i.e., (4.88) gives
the optimal scaling constant for log2
Ä





Theorem 20. Consider a sequence C1, C2, C3, . . ., of (n,Mn, εn)-broadcast codes for the
random transformation in (4.1) such that (4.77) and (4.78) are verfied, with n ∈ {1, 2, . . .}
and
εn 6 exp(−ζn), (4.89)

















This section presents examples to illustrate the results in Theorem 20.
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4.6. Examples
Tx
<latexit sha1_base64="VV9g9J1QB/xlqYMjqrsAKD3L2l4="></latexit><latexit sha1_base64="VV9g9J1QB/xlqYMjqrsAKD3L2l4="></latexit><latexit sha1_base64="VV9g9J1QB/xlqYMjqrsAKD3L2l4="></latexit><latexit sha1_base64="VV9g9J1QB/xlqYMjqrsAKD3L2l4="></latexit>
Rx 2
<latexit sha1_base64="SFmN+wyYQiCYCwJc7opZ2nlPKdA="></latexit><latexit sha1_base64="SFmN+wyYQiCYCwJc7opZ2nlPKdA="></latexit><latexit sha1_base64="SFmN+wyYQiCYCwJc7opZ2nlPKdA="></latexit><latexit sha1_base64="SFmN+wyYQiCYCwJc7opZ2nlPKdA="></latexit>
Rx 1
<latexit sha1_base64="g8uNQJfxYu+cWeHAFAxT21AAEfQ="></latexit><latexit sha1_base64="g8uNQJfxYu+cWeHAFAxT21AAEfQ="></latexit><latexit sha1_base64="g8uNQJfxYu+cWeHAFAxT21AAEfQ="></latexit><latexit sha1_base64="g8uNQJfxYu+cWeHAFAxT21AAEfQ="></latexit>
Xt
<latexit sha1_base64="5S9+RBRQDjzAa9SbpNGXdp3LESA="></latexit><latexit sha1_base64="5S9+RBRQDjzAa9SbpNGXdp3LESA="></latexit><latexit sha1_base64="5S9+RBRQDjzAa9SbpNGXdp3LESA="></latexit><latexit sha1_base64="5S9+RBRQDjzAa9SbpNGXdp3LESA="></latexit>
Y1,t
<latexit sha1_base64="25A/vqAuD8yvPjiyyiC1kuH8cLM="></latexit><latexit sha1_base64="25A/vqAuD8yvPjiyyiC1kuH8cLM="></latexit><latexit sha1_base64="25A/vqAuD8yvPjiyyiC1kuH8cLM="></latexit><latexit sha1_base64="25A/vqAuD8yvPjiyyiC1kuH8cLM="></latexit>
Y2,t
<latexit sha1_base64="Z3gvzf4OO0o0NA4O0e+HPOW+2aU="></latexit><latexit sha1_base64="Z3gvzf4OO0o0NA4O0e+HPOW+2aU="></latexit><latexit sha1_base64="Z3gvzf4OO0o0NA4O0e+HPOW+2aU="></latexit><latexit sha1_base64="Z3gvzf4OO0o0NA4O0e+HPOW+2aU="></latexit>
0
<latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit>
1<latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit>
0
<latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit>
1<latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit>
0
<latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit>
1<latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit>
0
<latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit>
1<latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit>
p2
<latexit sha1_base64="PSyJ9apFJhR7UAcVl/ZkCABbpUg="></latexit><latexit sha1_base64="PSyJ9apFJhR7UAcVl/ZkCABbpUg="></latexit><latexit sha1_base64="PSyJ9apFJhR7UAcVl/ZkCABbpUg="></latexit><latexit sha1_base64="PSyJ9apFJhR7UAcVl/ZkCABbpUg="></latexit>
p1
<latexit sha1_base64="TPxr8mjOQVVtrSftO/3Vziim+e0="></latexit><latexit sha1_base64="TPxr8mjOQVVtrSftO/3Vziim+e0="></latexit><latexit sha1_base64="TPxr8mjOQVVtrSftO/3Vziim+e0="></latexit><latexit sha1_base64="TPxr8mjOQVVtrSftO/3Vziim+e0="></latexit>
1   p1
<latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit>
1   p2
<latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit>
Figure 4.4.: Degraded broadcast channel satisfying (4.77) and (4.78) at channel use t ∈
{1, 2, . . . , n}.
Example 3 (Binary Symmetric Channel). Consider the random transformation in (4.1) such
that X = Y1 = Y2 = {0, 1}, and such that for all (x, x′) ∈ X 2 with x 6= x′, the conditional
probability distributions PY1|X and PY2|Y1 respectively satisfy:
PY1|X(x|x)= 1− PY1|X(x
′|x) = 1− p1, and (4.91)
PY2|Y1(x|x)= 1− PY2|Y1(x
′|x) = 1− p2, (4.92)
with (p1, p2) ∈]0, 12 [
2.
Figure 4.4 depicts the channel in Example 3. The probability distribution PY2|X verifies
that for all (x, x′) ∈ X 2 such that x 6= x′:
PY2|X(x|x) = 1− PY2|X(x
′|x)= 1− p, (4.93)
with
p = p1 + p2 − 2p1p2. (4.94)
Hence, it follows that for any pair (x, x′) ∈ X 2 with x 6= x′,
χ2(PY2|X=x′ , PY2|X=x)=
(1− 2p)2




























with p in (4.94).
The above expression is plotted as a function of the probability p1 and p2 in Figure 4.5 and
in Figure 4.6, respectively, with δ = 0.005.
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4. Embedding Covert Information into a Given Broadcast Code











































Figure 4.5.: Fundamental limit limn→∞
log2(M̂∗(n,Cn,ε̂n,δ))√
n
as a function of the crossover proba-
bility p1, for δ = 0.005.












































Figure 4.6.: Fundamental limit limn→∞
log2(M̂∗(n,Cn,ε̂n,δ))√
n
as a function of the crossover proba-
bility p2, for δ = 0.005.
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4.6. Examples
Tx
<latexit sha1_base64="VV9g9J1QB/xlqYMjqrsAKD3L2l4="></latexit><latexit sha1_base64="VV9g9J1QB/xlqYMjqrsAKD3L2l4="></latexit><latexit sha1_base64="VV9g9J1QB/xlqYMjqrsAKD3L2l4="></latexit><latexit sha1_base64="VV9g9J1QB/xlqYMjqrsAKD3L2l4="></latexit>
Rx 2
<latexit sha1_base64="SFmN+wyYQiCYCwJc7opZ2nlPKdA="></latexit><latexit sha1_base64="SFmN+wyYQiCYCwJc7opZ2nlPKdA="></latexit><latexit sha1_base64="SFmN+wyYQiCYCwJc7opZ2nlPKdA="></latexit><latexit sha1_base64="SFmN+wyYQiCYCwJc7opZ2nlPKdA="></latexit>
Rx 1
<latexit sha1_base64="g8uNQJfxYu+cWeHAFAxT21AAEfQ="></latexit><latexit sha1_base64="g8uNQJfxYu+cWeHAFAxT21AAEfQ="></latexit><latexit sha1_base64="g8uNQJfxYu+cWeHAFAxT21AAEfQ="></latexit><latexit sha1_base64="g8uNQJfxYu+cWeHAFAxT21AAEfQ="></latexit>
Xt
<latexit sha1_base64="5S9+RBRQDjzAa9SbpNGXdp3LESA="></latexit><latexit sha1_base64="5S9+RBRQDjzAa9SbpNGXdp3LESA="></latexit><latexit sha1_base64="5S9+RBRQDjzAa9SbpNGXdp3LESA="></latexit><latexit sha1_base64="5S9+RBRQDjzAa9SbpNGXdp3LESA="></latexit>
Y1,t
<latexit sha1_base64="25A/vqAuD8yvPjiyyiC1kuH8cLM="></latexit><latexit sha1_base64="25A/vqAuD8yvPjiyyiC1kuH8cLM="></latexit><latexit sha1_base64="25A/vqAuD8yvPjiyyiC1kuH8cLM="></latexit><latexit sha1_base64="25A/vqAuD8yvPjiyyiC1kuH8cLM="></latexit>
Y2,t
<latexit sha1_base64="Z3gvzf4OO0o0NA4O0e+HPOW+2aU="></latexit><latexit sha1_base64="Z3gvzf4OO0o0NA4O0e+HPOW+2aU="></latexit><latexit sha1_base64="Z3gvzf4OO0o0NA4O0e+HPOW+2aU="></latexit><latexit sha1_base64="Z3gvzf4OO0o0NA4O0e+HPOW+2aU="></latexit>
0
<latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit>
1<latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit>
2<latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit>
0
<latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit>
1<latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit>
2<latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit>
0
<latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit>
1<latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit>
2<latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit>
0
<latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit><latexit sha1_base64="yxRwDp8NWojV+JrLgX7yuMJQhWo="></latexit>
1<latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit><latexit sha1_base64="jyrdI2XISM+z65iqZQRHeabV+Fs="></latexit>
2<latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit><latexit sha1_base64="Hjvjvc7x0AgswoEtq7U+VlD574I="></latexit>
1   2p1
<latexit sha1_base64="KjHv/FecXBEqk/L++7pyGaeuWbU="></latexit><latexit sha1_base64="KjHv/FecXBEqk/L++7pyGaeuWbU="></latexit><latexit sha1_base64="KjHv/FecXBEqk/L++7pyGaeuWbU="></latexit><latexit sha1_base64="KjHv/FecXBEqk/L++7pyGaeuWbU="></latexit>
1   2p2
<latexit sha1_base64="ziKUlGMS047uZxX2QwY4yfrfQtw="></latexit><latexit sha1_base64="ziKUlGMS047uZxX2QwY4yfrfQtw="></latexit><latexit sha1_base64="ziKUlGMS047uZxX2QwY4yfrfQtw="></latexit><latexit sha1_base64="ziKUlGMS047uZxX2QwY4yfrfQtw="></latexit>
p2
<latexit sha1_base64="PSyJ9apFJhR7UAcVl/ZkCABbpUg="></latexit><latexit sha1_base64="PSyJ9apFJhR7UAcVl/ZkCABbpUg="></latexit><latexit sha1_base64="PSyJ9apFJhR7UAcVl/ZkCABbpUg="></latexit><latexit sha1_base64="PSyJ9apFJhR7UAcVl/ZkCABbpUg="></latexit>
p1
<latexit sha1_base64="TPxr8mjOQVVtrSftO/3Vziim+e0="></latexit><latexit sha1_base64="TPxr8mjOQVVtrSftO/3Vziim+e0="></latexit><latexit sha1_base64="TPxr8mjOQVVtrSftO/3Vziim+e0="></latexit><latexit sha1_base64="TPxr8mjOQVVtrSftO/3Vziim+e0="></latexit>
Figure 4.7.: Degraded broadcast channel satisfying (4.77) and (4.78) at channel use t ∈
{1, 2, . . . , n}.
Example 4. Consider the random transformation in (4.1) such that X = Y1 = Y2 = {0, 1, 2},
and such that for all (x, x′) ∈ X 2 with x 6= x′, the conditional probability mass functions PY1|X
and PY2|Y1 respectively satisfy:
PY1|X(x|x)= 1− 2PY1|X(x
′|x) = 1− 2p1, and (4.97)
PY2|Y1(x|x)= 1− 2PY2|Y1(x
′|x) = 1− 2p2, (4.98)
with (p1, p2) ∈]0, 13 [
2.
Figure 4.7 depicts the channel in Example 4. The probability mass function PY2|X verifies
that for all (x, x′) ∈ X 2 such that x 6= x′:
PY2|X(x|x) = 1− 2PY2|X(x
′|x)= 1− 2 (p1 + p2 − 3p1p2)
= 1− 2p, (4.99)
with
p = p1 + p2 − 3p1p2. (4.100)




for any pair (x, x′) ∈ X 2 with x 6= x′.
Lemma 7. Consider Example 4. For all pairs (x, x′) ∈ X 2, with x 6= x′, it holds that
χ2(PY2|X=x′ , PY2|X=x)=
(3p− 1)2 (1− p)










where p is defined in (4.100).
Proof: The proof of Lemma 7 is presented in Appendix O.
The following proposition follows immediately from Lemma 7 and Theorem 20.
Proposition 7. Consider Example 4 and consider a sequence of (n,Mn, εn)-broadcast codes,
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4. Embedding Covert Information into a Given Broadcast Code





















The left hand side of (4.103) is plotted as a function of the probability p1 and p2 in Figure 4.8
and in Figure 4.9, respectively, with δ = 0.005.













































Figure 4.8.: Fundamental limit limn→∞
log2(M̂∗(n,Cn,ε̂n,δ))√
n
as a function of the crossover proba-
bility p1, for δ = 0.005.
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4.7. Conclusion






































Figure 4.9.: Fundamental limit limn→∞
log2(M̂∗(n,Cn,ε̂n,δ))√
n
as a function of the crossover proba-
bility p1, for δ = 0.005.
4.7. Conclusion
So far, a tight converse for general DM-BCs, i.e., those that do not necessarily satisfy the
conditions in (4.77) and (4.78) is still an open problem. An interesting question is whether
the total variation distance used in the current work can be replaced by the Kullback-Leibler
divergence.
Finally, it is interesting to highlight that the problem introduced in this chapter is an
instance of a more general problem. In multi-user channels, broadcast codes can be altered to
perform other functionalities, e.g., simultaneous energy and information transmission to an
energy harvester, physical-layer secrecy, etc.
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— 5 —
Conclusion
In this thesis two new problems have been introduced. First, the problem of covertlytransmitting information over a point-to-point channel when the warden observesonly a fraction of the channel outputs, termed covert communications type II,
was described. This model generalizes the problem of covert communications over point-to-
point channels. An achievability bound in the finite block-length regime has been derived in
Chapter 3 for this problem. This bound reveals two regimes of communications: one in which
the point-to-point capacity of the channel is achievable and one in which the rate verifies
the square-root law of covert communications. This work constitutes a first step towards
resolving this general model, i.e., determining the maximum rate at which information can be
simultaneously reliably and covertly transmitted.
Second, the problem of embedding covert information on a given broadcast code was
presented. In contrast with previous works, the broadcast code is assumed to be given which
makes the achievability proof more difficult. An achievability and converse bound in the
asymptotic block-length regime have been derived in Chapter 4 for a particular class of
channels, i.e., channels that satisfy a symmetry condition. Together these bounds characterize
the maximum number of information bits that can be covertly embedded in a given broadcast
code for symmetric channels. This work constitutes a first step towards resolving the problem
for arbitrary DMCs.
These two contributions open a number of perspectives both in theory and application.
From a theoretical standpoint, the contribution presented here on covert communications type
II leaves open the problem of finding a tight converse in the finite block-length regime. Since
the converse is not known, it might be possible that the achievability bound presented here
can be improved, even though the first order term is optimal. In addition, the characterization
of the optimal covert information rate under other constraints than the Kullback-Leibler
divergence is left open. On the other hand, the contribution on broadcast channels leaves
open the problem of finding both an achievability and converse bound for general DMCs. The
characterization of the maximum number of information bits that can be covertly embedded
under other types of constraints than the total variation constraint presented in this thesis is
also left open. It is interesting to highlight that the problem of embedding covert information
into a given broadcast code is an instance of a more general problem. In multi-user channels,
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5. Conclusion
broadcast codes can be altered to perform other functionalities, e.g., simultaneous energy
and information transmission to an energy harvester, physical-layer secrecy, etc. In the two
problems, only DMCs are considered, which leaves open the AWGN channel case. In addition,
these bounds pave the way for coding theorists to develop codes that can meet these bounds.
As discussed in [34, 35, 36], pulse position modulation and variations around this type of
modulation seems to be a good candidate to achieve the optimal rate in the point-to-point
case. This might extend to the broadcast setting as well.
In terms of applications, the problem of covert communications type II opens the way to
the design of a variety of communications systems that can covertly transmit information. For
instance, covert communications could be used to transmit control signals in the network which
are low-rate signals that are often observed by attackers, leading to security issues. On the
other hand, the problem of embedding covert information into a given broadcast code opens
two main perspectives. First, this problem opens the way to re-designing existing broadcast
communications systems in order to add a service, which is covertly transmitting an additional
message. Second, the bounds derived for this problem show that there exist malware that can
affect the transmitter so that the latter leaks information to some destination. In this case,
the leakage can not be detected by monitoring the network but only by checking the code at
the transmitter, which might in some cases be hard to do.
In addition, in both problems, friendly jamming could be used to improve the communication
rate as discussed in [25]. Therefore, this makes full-duplex systems valuable candidates for the
implementation of such covert communications systems.
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— A —
Auxiliary Results
This appendix introduces some auxiliary results that play a key role in the followingappendices.
Theorem 21 (Berry-Esseen Theorem, [45, 46, 47]). Let X1, X2, . . ., Xn be independent
random variables such that for all t ∈ {1, 2, . . . , n},















Xt − µt > σλ
]
−Q(λ)













The best value of the constant c0 is c0 = 0.4748 [48].
Lemma 8. Let PX and PY be two probability mass functions on a common finite support Z.
Let also X and Y be two random variables following the probability mass functions PX and
PY , respectively. Then,
‖PX − PY ‖TV = Pr [PX(X)>PY (X)]− Pr [PX(Y )>PY (Y )] , (A.6)
where the probability operators apply with respect to PX and PY , respectively.
Lemma 8 is part of the proof of [13, Lemma 8]. The proof of the Lemma is provided here
for sake of completeness.
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A. Auxiliary Results
Proof: The proof consists in the following algebraic manipulations:





































Pr [PX(X) > PY (X)]− Pr [PX(Y ) > PY (Y )])
+Pr [PX(Y ) 6 PY (Y )]− Pr [PX(X) 6 PY (X)]
)
= Pr [PX(X)>PY (X)]−Pr [PX(Y )>PY (Y )] , (A.7)
and this completes the proof.
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— B —
Proof of Proposition 1
This appendix proves Proposition 1.
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B. Proof of Proposition 1






















































































for all z ∈ Z.


























Cette thèse est accessible à l'adresse : http://theses.insa-lyon.fr/publication/2019LYSEI070/these.pdf 












































































2 χ2(PZ|X=x1 , PZ|X=x0) + o(θ
2). (B.5)






to ensure that the covertness criterion is verified. This completes the proof.
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— C —
Proof of Proposition 2
This appendix proves Proposition 2.




















where PXY (x,y) = PX(x)PY |X(y|x) and PXȲ (x,y) = PX(x)PY (y).





























The next Lemma characterizes the three first moments defined above.
Lemma 9. Given the input distribution PX in (3.20), it holds that
µt= θD
Ä

















The proof of Lemma 9 is presented in Appendix D.
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C. Proof of Proposition 2
This proves the existence of a code whose rate is in (3.26). This completes the proof.
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— D —
Proof of Lemma 9
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D. Proof of Lemma 9
= θD
Ä






















































































































































































PY |X(y|x1)− PY |X(y|x0)
PY |X(y|x0)
å
+ PY (y) log
Ç
1 + θ
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å ∣∣∣∣∣2µt log ÇPY |X(y|x1)PY (y) å− 2µ2t ∣∣∣∣∣+ ∣∣∣∣∣µ2t log ÇPY |X(y|x1)PY (y) å− µ3t ∣∣∣∣∣ )
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This completes the proof.
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— E —
Proof of Lemma 3
This appendix presents the proof of Lemma 3.
Note that from the triangle inequality, it follows that


















2 (1− Pr [Y 2 ∈ suppQY 2 ] + Pr [Y 2 6∈ suppQY 2 ])
>
1
2 (1− Pr [Y 2 ∈ suppQY 2 ]) , (E.1)
where the random variable Y 2 is distributed according to RY 2 .
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— F —
Proof of Lemma 4
This appendix presents the proof of Lemma 4. Let W̄ ∈ W be a random variablethat represents the decoded message index at Receiver 2. Consider the jointprobability mass functions QW̄Y 2 and SW̄Y 2 such that, for all pairs (i,y) ∈
W × Yn2 ,
QW̄Y 2(i,y) = QY 2(y)QW̄ |Y 2(i|y), (F.1)
and SW̄Y 2(i,y) = SY 2(y)SW̄ |Y 2(i|y), (F.2)
where QY 2 and SY 2 are the marginal channel output probability mass functions, and
QW̄ |Y 2(i|y) = SW̄ |Y 2(i|y) = 1{y∈D2(i)}. (F.3)
Consider also the joint probability mass functions QWY 2 and SWY 2 respectively in (4.42) and
(4.43). Note that







∣∣∣SWY 2(i,y) + SW̄Y 2(i,y)− SW̄Y 2(i,y)
−QWY 2(i,y) +QW̄Y 2(i,y)−QW̄Y 2(i,y)
∣∣∣
6
∥∥∥SW̄Y 2 −QW̄Y 2∥∥∥TV + ∥∥∥QWY 2 −QW̄Y 2∥∥∥TV + ∥∥∥SWY 2 − SW̄Y 2∥∥∥TV ,
(F.4)
where the last inequality follows from the triangle inequality. The remainder of the proof
consists in establishing an upper-bound on each of the three terms in the right hand-side of
(L.4).
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F. Proof of Lemma 4
First, note that










= ‖SY 2 −QY 2‖TV , (F.5)
where (a) holds since (4.4c) is assumed with equality.


































QY 2(y)1{y∈D2(i)} −QY 2(y)QW |Y 2(i|y)






















QY 2(y)QW |Y 2(i|y)1{y∈Dc2(i)}
é
6 ε, (F.6)
where (a) holds since (4.4c) holds with equality. Note that since (4.8c) is assumed with
equality, the equality in (L.3) ensures that the same steps can be followed with the total
variation
∥∥∥SWY 2 − SW̄Y 2∥∥∥TV. This yields













∣∣∣SW |Y 2(i|y)− 1{y∈D2(i)}∣∣∣
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1− SW |Y 2(i|y)
ä








SY 2(y)1{y∈D2(i)} − SY 2(y)SW |Y 2(i|y)









SY 2(y)SW |Y 2(i|y)1{y∈Dc2(i)}
é
6 Λ̂2, (F.7)
Plugging (L.5)–(L.7) into (L.4) completes the proof.
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— G —
Proof of Proposition 3
This appendix presents the proof of Proposition G.































Note that from the triangle inequality, it follows that
‖QY 2 −RY 2‖TV 6 ‖QY 2 − SY 2‖TV + ‖SY 2 −RY 2‖TV . (G.4)
Note also that
‖SY 2 −RY 2‖TV
(a)






∥∥∥SY 2|W=i −RY 2|W=i∥∥∥TV
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where (a) follows from the triangle inequality, and (b) follows from Jensen’s inequality.
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G. Proof of Proposition 3









and let zm = mint∈{1,2,...,n} Zt, and zM = maxt∈{1,2,...,n} Zt.

































` ∈ N∗ :
∣∣∣`−K√n∣∣∣ < µK√n} , (G.10)
with (µ, ν) ∈]0, 1[2 arbitrarily small.



















































> τ |L = `
]
+ Pr [L 6∈ Dµ] , (G.11)
where the probability operator applies with respect to the probability mass function PW X̂(1:L)Y 2,(1:L)|L



















where (a) follows using a Chernoff bound (see [49, Corollary 5]).
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Note also that for ` ∈ Dµ, it holds that
(1 + µ)K
√
n > ` > (1− µ)K
√
n. (G.15)
Therefore, it follows that
τ − `D̄2= (1 + µ)(1 + ν)K
√
nD̄2 − `D̄2
> (1 + ν)`D̄2 − `D̄2
= ν`D̄2. (G.16)





























− `D̄2 > ν`D̄2|L = `
]
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where (a) follows from Hoeffding’s inequality.































for some a > 0.





























> τ , it follows that there exists a code for which















for some b > 0. Let cn = 2−b
√








‖RY 2 − SY 2‖TV6
√
cn. (G.21)
Consider the probability mass function QWY 2 in (4.42). From Lemma 8 (in Appendix ??),
it follows that the total variation ‖SWY 2 −QWY 2‖TV verifies
‖SWY 2 −QWY 2‖TV
= Pr [SWY 2(W,Y 2S) > QWY 2(W,Y 2S)]− Pr [SWY 2(W,Y 2Q) > QWY 2(W,Y 2Q)] ,(G.22)
where the first probability operator in the left hand-side of (G.22) applies assuming that
(W,Y 2S) follows the joint probability mass function SWY 2 ; and the second applies assuming
that (W,Y 2Q) follows the joint probability mass function QWY 2 .
For all (x, y) ∈ X × Y2 let B : X × Y2 → R be
B(x, y),log2 (1 + θC(x, y)) , (G.23)
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SY 2|W (Y 2S |W )








PX̂|X(x̂|u(W ))PY 2|X(Y 2S |x̂)
























































B(ut(W ), Y2S,t) > 0
]
. (G.25)
Following similar steps, it can be shown that





B(ut(W ), Y2Q,t) > 0
]
. (G.26)
Plugging (G.25) and (G.26) into (G.22) yields










B(ut(W ), Y2Q,t) > 0
]
.(G.27)
The remainder of the proof consists in obtaining a lower-bound and an upper-bound on the
first and second terms in the right hand-side of (G.27), respectively.
Consider the first term in the right hand-side of (G.27). For all t ∈ {1, 2, . . . , n}, let µ̂t, σ̂2t and
φ̂t be the first moment, second moment and third absolute moment of the random variable
B(ut(W ), Y2S,t) = log2 (1 + θC(ut(W ), Y2S,t)) . (G.28)
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G. Proof of Proposition 3
That is,





− µ̂2t , and (G.30)
φ̂t= EWY2S,t
î
|B(ut(W ), Y2S,t)− µ̂t|3
ó
. (G.31)












The following lemma characterizes µ̂, σ̂2 and φ̂.




























where c1, c2, c3 and c4 are constants that depend only on the random transformation in (4.1).
Proof: The proof of Lemma 10 is presented in Appendix H.


























































Cette thèse est accessible à l'adresse : http://theses.insa-lyon.fr/publication/2019LYSEI070/these.pdf 






















where (a) follows from the Berry-Esseen Theorem (Theorem 21); (b) follows from Lemma 10;
and (c) follows with












where the maximization is over all possible conditional probability mass functions P̃X̂|X and








|c3| > 0. (G.39)
Note that c14 depends only on the random transformation in (4.1). Consider the second term
in the right hand-side of (G.27). For all t ∈ {1, 2, . . . , n}, let µt, σ2t and φt be the first, second
and third absolute moments of the random variable
B(ut(W ), Y2Q,t) = log2 (1 + θC(ut(W ), Y2Q,t)) . (G.40)
That is,





− µ2t , and (G.42)
φt, EWY2Q,t
î
|B(ut(W ), Y2Q,t)− µt|3
ó
. (G.43)












The following lemma characterizes µ, σ2 and φ.
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G. Proof of Proposition 3
where c5, c6, c7 and c8 are constants that depend only on the random transformation in (4.1).
Proof: The proof of Lemma 11 is presented in Appendix I.












































































where (a) follows from the Berry-Esseen Theorem (Theorem 21); and (b) follows from Lemma
11; and (c) follows with












where the maximization is over all possible conditional probability mass functions P̃X̂|X and








|c7| > 0. (G.51)
Note that c10 depends only on the random transformation in (4.1).
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Combining (G.27), (G.49), and (G.37) yields
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where (a) follows since
√
1 + x ≤ 1 + x2 for all x > −1; and (b) follows since Q(x − y) 6
Q(x) + y√2π for all (x, y) ∈ R
2
+ such that 0 6 y 6 x.
To guarantee that the code is covert, it is sufficient to verify








> 1− c10 + c14√
n





















> 1− c10 + c14√
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= 1− c10 + c14√
n


























































Cette thèse est accessible à l'adresse : http://theses.insa-lyon.fr/publication/2019LYSEI070/these.pdf 
© [D. Kibloff], [2019], INSA de Lyon, tous droits réservés
where (a) is due to Lemma 4; (b) is due to (G.52); (c) follows from (G.53), with
c15 ,











and (d) follows with
c, c10 + c14 + c15. (G.56)





























This completes the proof.
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— H —
Proof of Lemma 10
This appendix presents the proof of Lemma 10.































PX̂|X(x̂|ut(i))PY2|X(y|x̂) |B(ut(i), y)− µ̂t|
3 . (H.3)
















































P̃X̂|X(x̂|x)PY2|X(y|x̂) log2 (1 + θC(x, y))
)
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P̄X(x)PY2|X(y|x) log2 (1 + θC(x, y))










































































k(k − 1) χk(R̃Y2|X=x, PY2|X=x).
(H.4)
Note that since the random variable B(ut(W ), Y2S,t) is bounded, its expectation is finite. Thus,








k(k − 1) χk(R̃Y2|X=x, PY2|X=x),
(H.5)
where the minimization is over all possible values of θ ∈ (0, 1) and all possible conditional
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(1− θ)PY2|X(y|x) + θR̃Y2|X(y|x)
ä






















































































































Note that since B(x, y) is bounded, the upper-bound in (H.7) is finite. Thus, the terms in
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H. Proof of Lemma 10





























where the maximization is over all values of θ ∈ (0, 1) and all possible conditional probability






























































































































log2 (1 + θC(x, y))
)2
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k(k − 1) χk(R̃Y2|X=x, PY2|X=x)
)2))
. (H.10)
Note that since B(x, y) is bounded, σ̂2 is finite. Thus all the terms in (H.10) are also finite.


































k(k − 1) χk(R̃Y2|X=x, PY2|X=x)
)2))
, (H.11)
where the minimization is over all possible values of θ ∈ (0, 1) and all possible conditional
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H. Proof of Lemma 10






















































































































































































Note that the upper-bound in (H.13) is finite since B(x, y) is bounded. Thus, the expression
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where the maximization is over all θ and all probability mass functions P̃X̂|X . Using this







This completes the proof.
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— I —
Proof of Lemma 11
This appendix presents the proof of Lemma 11.
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Note that since the random variable B(ut(W ), Y2Q,t) is bounded, its expectation is finite.








k(k − 1) χk(R̃Y2|X=x, PY2|X=x), (I.5)
where the maximization is over all possible values of θ ∈ (0, 1) and all possible conditional
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Note that since B(x, y) is bounded, the upper-bound in (I.7) is finite. Hence, the terms in
























where the maximization is over all possible values of θ ∈ (0, 1) and all possible conditional


























































































PY2|X(y|x) log2 (1 + θC(x, y))
é2
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Note that since B(x, y) is bounded, σ2 is finite. Thus all the terms in (I.11) are also finite.


































k(k − 1) χk(R̃Y2|X=x, PY2|X=x)
)2)
, (I.12)
where the minimization is over all possible values of θ ∈ (0, 1) and all possible conditional
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Note that the upper-bound in (I.14) is finite since B(x, y) is bounded. Thus, the expression in
















where the maximization is over all possible values of θ ∈ (0, 1) and all possible conditional







This completes the proof.
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— J —
Proof of Proposition 4
This appendix presents the proof of Proposition 4. The proof consists in twosteps. First, an upper-bound on the average error probability at each receiver isestablished. Given these upper-bounds, the second step consists in determining
the maximum number of messages that can be transmitted while keeping the error probabilities
upper-bounded.
Step 1:
Consider λ̂1 and λ̂2 respectively given in (4.8d) and (4.8e). Denote their expected value over
the possible codebooks generated by Λ̂1 and Λ̂2, respectively.
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Y 1 ∈ Dc1(i, j)|X̂ = v(i, j),Y 1 ∈ D1(i)
ó
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PY 1|X(Y 1|v(i, j))
PY 1|X(Y 1|u(i))
å











∃k 6= j : log2
Ç
PY 1|X(Y 1|v(i, k))
PY 1|X(Y 1|u(i))
å




















































































































































PY 1|X(Y 1|v(i, j))
PY 1|X(Y 1|u(i))
å
















< η|X̂ = x̂,Y 1 ∈ D1(i)
ô
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∃k 6= j : log2
Ç
PY 1|X(Y 1|v(i, k))
PY 1|X(Y 1|u(i))
å















PY 1|X(Y 1|v(i, k))
PY 1|X(Y 1|u(i))
å















PY 1|X(Y 1|v(i, k))
PY 1|X(Y 1|u(i))
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PY 1|X(Y 1|v(i, k))
PY 1|X(Y 1|u(i))
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(1− θ)PY1|X(y|ut(i)) + θR̃Y1|X(y|ut(i))
ä
·
(1− θ)PY1|X(y|ut(i)) + θR̃Y1|X(y|ut(i))
PY1|X(y|ut(i))
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(1− θ)PY1|X(y|ut(i)) + θR̃Y1|X(y|ut(i))
ä(












































































































Thus, combining (J.3), (J.4), (J.5) and (J.6), it follows that
Λ̂16 ε
(























































= 0. Otherwise, if X̂t 6= ut(W ),
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< η|L = `
]
+ Pr [L 6∈ Eµ] (J.13)
Using a Chernoff bound, it holds that
Pr [L 6∈ Eµ]= Pr
î
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Note also that for ` ∈ Eµ,
` > (1− µ)K
√
n. (J.16)
Hence, it holds that
η − `D̄1= (1− µ)(1− ν)K
√
nD̄1 − `D̄1
< (1− ν)`D̄1 − `D̄1
= −ν`D̄1. (J.17)






























































































Further, combining (J.7), (J.11) and (J.19), it follows that
Λ̂16 ε
(
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J. Proof of Proposition 4





= (1− ζ)(1− µ)(1− ν)K
√
nD̄1, (J.21)
with (ζ, µ, ν) ∈]0, 1[3 arbitrarily small.
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— K —
Proof of Lemma 5























Therefore, summing over all pairs of message indices (i, j) ∈ W × Ŵ, and normalizing by the




























where the last equality follows from the definition of θ(x) in (4.65).
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K. Proof of Lemma 5





































































































































(1− θ(x))1{x=x̂} + θ(x)P̂X̂|X(x̂|x)
)
, (K.5)
where (a) follows from (4.63); (b) follows from (4.60); and (c) follows from (K.4).
This completes the proof.
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— L —
Proof of Lemma 6
This appendix presents the proof of Lemma 6. Let W̄ ∈ W be a random variablethat represents the decoded message index at Receiver 2. Consider the jointprobability mass functions QW̄Y 2 and RW̄Y 2 such that, for all pairs (i,y) ∈
W × Yn2 ,
QW̄Y 2(i,y) = QY 2(y)QW̄ |Y 2(i|y), (L.1)
and RW̄Y 2(i,y) = RY 2(y)RW̄ |Y 2(i|y), (L.2)
where QY 2 and RY 2 are the marginal channel output probability mass functions respectively
in (4.10) and (4.11), and
QW̄ |Y 2(i|y) = RW̄ |Y 2(i|y) = 1{y∈D2(i)}. (L.3)
Consider also the joint probability mass functions QWY 2 and RWY 2 respectively in (4.70) and
(4.71). Note that







∣∣∣RWY 2(i,y) +RW̄Y 2(i,y)−RW̄Y 2(i,y)
−QWY 2(i,y) +QW̄Y 2(i,y)−QW̄Y 2(i,y)
∣∣∣
6
∥∥∥RW̄Y 2 −QW̄Y 2∥∥∥TV + ∥∥∥QWY 2 −QW̄Y 2∥∥∥TV + ∥∥∥RWY 2 −RW̄Y 2∥∥∥TV ,
(L.4)
where the last inequality follows from the triangle inequality. The remainder of the proof
consists in establishing an upper-bound on each of the three terms in the right hand-side of
(L.4).
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L. Proof of Lemma 6
First, note that










= ‖RY 2 −QY 2‖TV , (L.5)
where (a) holds since (4.4c) is assumed with equality.


































QY 2(y)1{y∈D2(i)} −QY 2(y)QW |Y 2(i|y)









QY 2(y)QW |Y 2(i|y)1{y∈Dc2(i)}
é
6 ε, (L.6)
where (a) holds since (4.4c) holds with equality. Note that since (4.8c) is assumed with
equality, the equality in (L.3) ensures that the same steps can be followed with the total
variation
∥∥∥RWY 2 −RW̄Y 2∥∥∥TV. This yields∥∥∥RWY 2 −RW̄Y 2∥∥∥TV6 ε̂. (L.7)
Plugging (L.5)–(L.7) into (L.4) completes the proof.
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— M —
Proof of Proposition 5







(a)= H(Ŵ |W )
(b)















H(Y1,t|X, Y1,1, Y1,2, . . . , Y1,t−1)−H
Ä
Y1,t|X, X̂, Y1,1, Y1,2, . . . , Y1,t−1
ä
















where (a) follows from the independence between W and Ŵ ; (b) follows from Fano’s inequality
[38]; (c) follows from the fact that the mapping from the set of message indices to the codewords
is deterministic and bijective in both the broadcast code C and the covert code Ĉ; and (d)
follows from the fact that the channel is memoryless.
Note that the mutual information in (M.1) is computed with respect to a joint probability
mass function QXX̂Y1 , where for all triplets (x, x̂, y) ∈ X
2 × Y1,
QXX̂Y1(x, x̂, y) ,P̄X(x)P̄X̂|X(x̂|x)PY1|X(y|x̂); (M.2)
the empirical conditional probability mass function P̄X̂|X is obtained from both (4.61) and
(4.62); and PY1|X is the marginal of the joint probability mass function in (4.1b).
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M. Proof of Proposition 5
In order to calculate the mutual information in (M.1), let QY1|X be the conditional marginal









(b)= (1− θ(x))PY1|X(y|x) + θ(x)R̂Y1|X(y|x), (M.3)
where (a) follows from Lemma 5 and (b) follows with R̂Y1|X(y|x) in (N.6).






















































































The last term in (M.4) can be approximated using a Taylor expansion of log2 (1 + x) at x = 0.





















(1− θ(x))1{x=x̂} + θ(x)P̂X̂|X(x̂|x)
)
PY1|X(y|x̂) log2 (1 + θ(x)A1(x, y))
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6 χ3(R̂Y1|X=x, PY1|X=x). (M.6)
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This completes the proof.
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— N —
Proof of Proposition 6
This appendix presents the proof of Proposition 6. The proof is established intwo steps. First, upper-bounds on the type-I and type-II error probabilities areestablished for a particular hypothesis test. Then, these upper-bounds are used
to derive a lower-bound on the cardinality of the set W̃.
Step 1:
Upper bounds on the type-I and type-II error probabilities at Receiver 2 are presented. The
underlying assumption is that Receiver 2 performs perfect decoding of the common message
index i ∈ W . This assumption is essentially improving the capability of Receiver 2 for detecting
a covert communication. Thus, the upper bound obtained under this assumption is rather
loose. This step is reminiscent of [13, Lemma 11].
Under these assumptions, the hypothesis test run by Receiver 2 to determine whether or not
a covert communication occurs is the following:®
H0 : Y 2 ∼ QY 2|W=i,
H1 : Y 2 ∼ RY 2|W=i,
(N.1)
where the probability mass functions QY 2|W=i and RY 2|W=i are respectively defined in (4.72)
and (4.73).
Denote by αi ∈ [0, 1] and βi ∈ [0, 1] the type-I and type-II error probabilities associated with
a decision rule Ti : Yn2 → {0, 1} of the form
Ti(y),
®
0 if H0 is accepted,
1 if H1 is accepted.
(N.2)
That is,
αi,Pr [Ti(Y 2) = 1] , and (N.3)
βi,Pr [Ti(Y 2) = 0] , (N.4)
where the probability operator in (N.3) applies assuming that Y 2 ∼ QY 2|W=i and the
probability operator in (N.4) applies assuming that Y 2 ∼ RY 2|W=i. The next proposition
establishes upper-bounds on αi in (N.3) and βi in (N.4), under certain conditions.
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N. Proof of Proposition 6
Given a fixed block-length n ∈ N, an (n,M, ε)-broadcast code C and an (n, C, M̂ , ε̂, δ)-covert
code, consider for all message indices i ∈ W the set
Ŵi =
¶
j ∈ Ŵ : ω(i, j) > ν
©
, (N.5)
where ν will be specified later.
Consider the probability mass function R̂Yk|X such that for all pairs (x, y) ∈ X × Y2 and





with P̂X̂|X is in (4.63).




A(ut(i), vt(i, j∗), yt), (N.7)
with




and j∗ ∈ argmaxj∈Ŵi Pr
[
B(Y 2) < τ
∣∣∣Ŵ = j].
Consider the decision rule T : Yn2 → {0, 1} of the form in (4.13) such that for all y ∈ Yn2 ,
T (y)= 1{B(y)>τ}, (N.9)
with τ ∈ R+ an arbitrary threshold.
Consider first the type-I error probability αi in (N.3). It follows from the choice of T in
(N.9) that







For all i ∈ W and t ∈ {1, 2, . . . , n}, define the random variable
Zit= A(ut(i), vt(i, j∗), Y ), (N.11)
where Y is distributed according to PY2|X=ut(i).








Denote by µit, σit and φit the first, second and third absolute moments of the random
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PY2|X(y|ut(i)) |A(ut(i), vt(i, j
∗), y)− µit|3 . (N.15)
For all (i, j∗) ∈ W × argmaxj∈Ŵi Pr
[
B(y) < τ
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N. Proof of Proposition 6
with d in (4.77) and φ∗i in (N.19).





































where (a) follows from the Berry-Esseen Theorem (Theorem 21); (b) follows from (N.20)-(N.22);




− 32 . (N.24)
Consider now the type-II error probability βi in (N.4). It follows from the choice of T in
(N.9) that













B(Y 2) < τ






B(Y 2) < τ
∣∣∣Ŵ = j] , (N.26)
and define for all t ∈ {1, 2, . . . , n} the random variable
Ẑit= A(ut(i), vt(i, j∗), Ŷ ), (N.27)
where Ŷ is distributed according to PY2|X=vt(i,j∗). Then, it follows from (N.25) and the








Denote by µ̂it, σ̂it and φ̂it the first, second and third absolute moments of the random
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∗)) |A(ut(i), vt(i, j∗), y)− µ̂it|3 . (N.31)
For all (i, j∗) ∈ W × argmaxj∈Ŵi Pr
[
B(y) < τ
















∗)) |A(ut(i), vt(i, j∗), y)− µ̂it|3













































(a)= ω(i, j∗)d, (N.36)
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N. Proof of Proposition 6
















































6 nd+ ω(i, j∗)d′
6 nd+ ω(i, j∗)
∣∣d′∣∣ , (N.37)
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where d′ is in (N.38), (a) follows from the Berry-Esseen Theorem (Theorem 21); (b) follows
from (N.36), (N.37), (N.39), (N.42); and (c) follows with c4 a positive constant
c4 , c0φ̂
∗ (d− µ̂∗i )
− 32 . (N.44)
Finally, choosing τ such that
τ = νd2 , (N.45)
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where (a) follows from the fact that (1 + x)−
1
2 > 1− x2 for all x ∈ R+; and (b) follows from
the fact that for all 0 6 y 6 x, it holds that Q(x− y) 6 Q(x) + y√2π .
Thus, by letting




















From Lemma 4, it follows that given an (n,M, ε)-broadcast code, any (n, C, M̂ , ε̂, δ)-covert
code satisfies:
δ> ‖RY 2 −QY 2‖TV
> ‖RWY 2 −QWY 2‖TV − ε− ε̂














∥∥∥RY 2|W=i −QY 2|W=i∥∥∥TV − ε− ε̂, (N.51)
where the probability mass functions QY 2|W=i and RY 2|W=i are respectively defined in (4.72)
and (4.73). For all message indices i ∈ W, consider the set Ŵi in (N.5). Note that Ŵi and
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Ŵci form a partition of the set Ŵ. Let R
(Ŵi)
Y 2|W and R
(Ŵci )



















Consider that the transmission of covert communications occurs by using the sub-code whose
codewords have lower-bounded weight, i.e., v(i, j) with i ∈ W and j ∈ Ŵi. Under this
consideration, the test run by Receiver 2 to determine whether or not private messages are
being sent is H0 : Y 2 ∼ QY 2|W=i,H1 : Y 2 ∼ R(Ŵi)Y 2|W=i, (N.54)
where the probability mass functions QY 2|W=i and R
(Ŵi)
Y 2|W=i are respectively defined in (4.72)
and (N.52).
Denote by α̂i ∈ [0, 1] and β̂i ∈ [0, 1] the type-I and type-II error probabilities associated with
a decision rule Ti : Yn2 → {0, 1} of the form
Ti(y),
®
0 if H0 is accepted,
1 if H1 is accepted.
(N.55)
That is,
α̂i,Pr [Ti(Y 2) = 1] , and (N.56)
β̂i,Pr [Ti(Y 2) = 0] , (N.57)
where the probability operator in (N.56) applies assuming that Y 2 ∼ QY 2|W=i and the
probability operator in (N.57) applies assuming that Y 2 ∼ R(Ŵi)Y 2|W=i.
Note also that for all message indices i ∈ W, it follows that





















PY 2|X(y|v(i, j))− PY 2|X(y|u(i)
ä ∣∣∣∣∣∣
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where ν will be specified later, c15 is a constant, (a) is a consequence of the triangle in-
equality; (b) follows from the definition of R(Ŵi)Y 2|W and R
(Ŵci )
Y 2|W in (N.52) and (N.53) re-
spectively; (c) follows since
∥∥∥∥R(Ŵci )Y 2|W=i −QY 2|W=i
∥∥∥∥
TV
6 1; (d) follows since αi + βi >
1−
∥∥∥∥R(Ŵi)Y 2|W=i −QY 2|W=i
∥∥∥∥
TV
[37, Theorem 13.1.1]; and (e) follows from (N.46) and (N.50).

















− ε− ε̂. (N.59)
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− δ − ε− ε̂
= 1− 1 + δ + η − c15√
n
− δ − ε− ε̂
= η − c15√
n

















with c6 = c152 . This completes the proof.
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— O —
Proof of Lemma 7
This appendix presents the proof of Lemma 7. Note that the probability massfunction PY2|X verifies for all (x, x′) ∈ X 2 such that x 6= x′:
PY2|X(x|x) = 1− 2PY2|X(x
′|x)= 1− 2 (p1 + p2 − 3p1p2)
= 1− 2p, (O.1)
with p = p1 + p2 − 3p1p2.
Note also that due to the nature of the channel, χ2(PY2|X=x′ , PY2|X=x) verifies for all





































p(1− 2p) , (O.2)
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This completes the proof.
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